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Secure Session Key Generation Technique for Group
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Abstract—In order to provide confidentiality in group
communication, data is encrypted using a session key. Group
key generation, session key generation and their distribution
are the most important issues in multicast. This paper presents
a secure session key distribution technique for group
communication. In this framework, any member in the group
can generate and distribute the session key to all the group
members securely.

Index Terms—Batch rekeying, group key, multicast, session
key.

. INTRODUCTION

In multicast sender transmits a single data packet, it is
replicated and forwarded by network elements such as
router/switch to the group members that are directly attached
otherwise forward to the next network node. Each member in
the group receives the same data. Multicast reduces the
computational overhead at the sender side and utilizes the
bandwidth in an efficient manner. 1P multicast is used to
deliver datagram to group of members simultaneously and it
is useful in group oriented applications such as video
conferencing, software distribution, online internet TV and
audio/video  streaming. These applications require
confidentiality and authenticity of the group members.
Authentication is the primary requirement for most of the
applications and many authentication schemes have been
proposed for various applications [1]. Common group key is
used to provide confidentiality and authenticity among the
group members. Furthermore to support dynamic
membership group key needs to be updated and distributed
when there is change in membership to only legitimate group
members. Rekeying is used to prevent backward and
forward confidentiality. Backward confidentiality means
new user must not read the past communication and forward
confidentiality defines ex-group member must not read the
future communication. Rekeying is performed immediately
whenever there is change in group membership either a
single join or single leave known as immediate rekeying.
Group key need to be updated whenever there is a change in
the group membership which increases the communication
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overhead. Batch rekeying is an alternative solution to
overcome this limitation. In batch rekeying [2], request for
membership change are collected during time interval and
processed in batch that cause change of group key. There are
two Kkinds, a) periodic batch membership in which
membership change requests are collected during period of
time and processed in batch b) membership controlled batch
rekeying in which requests are collected over a time period
after receiving the first request and processed in a batch.
Interval based rekeying maintains the rekeying frequency
regardless of the dynamic change of group membership.
Batched rekeying improves the performance in terms of
computational overhead and bandwidth utilization. However,
forward and backward access control needs slight relaxation.
Critical issue in multicast is generation and distribution of a
group key to only legitimate group members.

Il. RELATED WORK

Depends on the topology, group key management scheme
is divided into five main classes: Centralized architecture,
Broadcast architecture, Hierarchical architecture, Subgroup
architecture and distributed architecture [3], [4]. In
Centralized architecture, central entity is responsible for
generating, distributing and updating the group key. In other
words, central entity controls the whole group. The group
privacy is entirely depends on the successful functioning of
the single group controller. Main drawback of this scheme is
failure of central entity breakdown the entire group.
Furthermore, the group may become too large to be managed
by a single entity thus raise the issue of scalability.
Distributed architecture is one in which there is no key
distribution centre and any group member can generate or
distribute the group key [5]. In Hierarchical architecture,
logical key tree is constructed in which leaves designated as
group member, root of the logical key tree is group key and
internal node is represented as Key Encryption Key (KEK).
Hierarchical architecture reduces rekeying message and
storage overhead at each member side. In Subgroup
architecture whole group is not controlled by single
centralized authority also called as decentralized architecture.

A. Group Key Management Protocol

Group Key Management Protocol (GKMP) architecture
has been proposed in [6], in which each user shares Key
Encryption Key (KEK) with the Group Controller (GC).
Group Key Packet (GKP) generated by GC contains the
Group Traffic Encryption Key (GTEK) as well as Group Key
Encryption Key (GKEK). When rekey is needed, GC
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generates new GKP and encrypts it by GKEK to distribute to
all the group members. New member sends a join request to
GC prior to become the group member. Upon receiving a
request, GC generates a GKP and encrypts it by new member
KEK and sends to new member. Furthermore, it encrypts the
GKP with the old GTEK and multicast the message to all the
group members. When a member leaves the group, it sends
the new GKP encrypted by member KEK. Hence, encryption
message overhead is O (n) and GC has to store the each
member KEK..

B. Logical Key Hierarchy

Logical Key Hierarchy (LKH) architecture has been
proposed [6]-[8]. It is a tree based protocol in which GC
maintains a tree of keys. Leaf node represents the member,
internal node signifies the Key Encryption Key (KEK) and
root node of tree is Group Key. Each group member knows
the keys from leaf node to root of tree. The GC changes the
group key when there is change in the membership in order to
provide forward and backward secrecy. Thus, storage
overhead at each member is O (log n) and communication
overhead at most 2(log n).

C. One Way Function Tree

One Way Function Tree (OFT) has been proposed [8], [9],
[10] which reduces the communication overhead from 2(log
n) to (log n). Moreover, members itself computes the key by
using the information provided by the GC. Each group
members register its own secret key at the GC then Group
Controller computes the hash of the key and sends the
computed hash digest to its sibling. Upon receiving, each
member also computes the hash of its own key and performs
the XOR function to compute KEK. Similarly, each member
and controller computes the KEK. The same procedure is
repeated to compute the group key. Member computes the
key from leaf node to root of tree by the following equation
Ki:f(g(kleﬁ(i))ag(kright(i))) where |Eft(|) and rlght(l) denotes left
and right children of node i respectively, f is the XOR
function and g is the one way hash function and K;is the
KEK.

D. lolus

Fig. 1. Framework of lolus
lolus Architecture has been proposed in [11], [12] for

group key management and the same is shown in Fig. 1. It
divides the whole group into subgroups; each subgroup is

controlled by Group Security Agent (GSA). These GSA
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form another group that is controlled by another group GSA.
Root of the tree called Group Security Controller (GSC) and
others called as Group Security Intermediaries (GSI). Each
subgroup holds subgroup key which is different from other
subgroup key. Members of the top level group called as GSI
shares a key for the group. When a subgroup member wish to
communicate to whole group, it encrypt the data by subgroup
key and multicast the encrypted data to the subgroup. Upon
receiving the encrypted data, GSA decrypts the received data
and again encrypts it by top level group key. It sends to top
level group so each of GSA receive the encrypted data and
decrypt it and further encrypt it with its own subgroup key
and send to all the members. When there is change in
membership, changes do not affect the entire group, only the
subgroup where there is change affected. However, main
disadvantage is more computation and that data translation.

I1l. PROPOSED SCHEME

In this paper decentralized group key distribution
technique with batch rekey is proposed. Any member of
group U; who wants to initiate the session can generate the
session key SK and multicast the information to entire group
so that each member derive the session key SK from the
received information. In addition, they can verify whether
the derived session key is correct or not. In this proposed
technique, users generate one long term secret ‘K’ using Tree
Based Group Diffie-Hellman (TGDH) and are as shown in
Fig. 2. Only group members know the long term secret. Table
I shows the steps of generation, distribution, derivation and
verification of derived session key. The notations used in this
paper are defined as follows.

H() :Secure One way hash function
p :Prime Number

ry, Ny :Random Numbers

SK  :Session Key

EnwlT] :Message T is encrypted by key H(K)
DuwlT] :Message T is decrypted by key H(K)
g :Generator

K :Long term secret

Fig. 2. Tree based group diffie-hellman

IV. SECURITY ANALYSIS

User U; selects a random number to compute the session
key for each session, so, they are independent for every
session. The security of proposed scheme depends on the
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group key K which is known only to the group members. To
derive the session key from the intercepted message A=
gH(K)+n1+rl mod p, D:EH(k)[grl mod p ’ H(gnl+rl mod p)]’

attacker needs group key to decrypt.

Croup Member
L]

All the Members of the Group
M

Imitial Group Setup

Group of members compute one long term secret K by Tree Based Group Diffie-Hellman (TGDH). Long term secret K will be used by group members to
generate, distnbute and derivation of session key. Members will publicly choose one long prime pamber p and generator g.
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Seszion Key Generation

Any Group Member U, who wants to genarate the session key. Ha will choose a randem mmiber njand computes session key 3K= 2" mod p
Group member U zenetates a random mumber 1y and computes the following

Mulficast A, D

Sezzion Key Distribution

L

Session Key Derivation by Group Member

Upon raceiving the messape. sach member perfomms the following aparaton to derive the session key 5K
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Verification of Derived Session Key
Each member computes the followmmg m order to verify the whether the denived SK is comect or pot?
Computes C'=H{z* mod p - g” mod )
Cl=H{z""" mod p)
1 C'= C then acoept it elss Teject it
Proposed scheme provides perfect forward secrecy. One REFERENCES

session key does not supply any information to derive past
and future session keys. Even if an attacker successful to
obtain one session key does not provide any information
about present and future communication because session
keys are independent of each other.

New member not be able to access group data until the join
request gets accepted. Membership join/leave requests
collected over a period of time are executed in a batch.
Group

key is updated after processing the join/leave request.
Hence, member who left the group cannot decrypt the group
data by previous session key.

In every session, different random number is used to
compute the session key. Information obtained in session
cannot be used again and again. Hence, scheme is secure
against the replay attack.

V. CONCLUSION

Most important issue in multicast is key generation and its
distribution because group membership is dynamic in nature.
Secure session key distribution technique is proposed in this
paper. Any legitimate group member U; can generate and
distribute the session key to all the group members.
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