
  

  
Abstract—This paper has focused on a pseudorandom 

binary sequence for the security applications. The secureness 
of random numbers, namely the randomness of the sequence, is 
evaluated by some specific properties such as period, its linear 
complexity and bits distribution. Especially from the viewpoint 
of the security, the latter two properties are widely used to 
evaluate the randomness of a sequence. The authors have 
proposed a pseudorandom sequence which achieves the 
maximum linear complexity in their previous works. However, 
the distribution of bits is not balanced in one period of an NTU 
sequence. Therefore, this paper aims to derive the uniformly 
distributed sequence without fewer effects on the other 
properties. The approach will help to achieve the uniform 
distribution with almost no calculation costs. 
 

Index Terms—ICT, secure database system, pseudorandom 
binary sequence, uniform bits distribution.  

I. INTRODUCTION 
H The information and Communication Technology (ICT) 

has widely penetrated into our real life. For example, we use 
ICTs at home, on business, at hospitals and so on. Especially, 
hospitals keep many kinds of ordinary information such as a 
patient treatment information and surgery schedules as well 
as some private information regarding the patients. 
Therefore, the data must be access securely, and it should be 
kept secret. 

However, evil users often try to obtain such valuable data. 
In fact, WannaCry [1], [2], one of ransomware, attacked 16 
hospitals across the United Kingdom and encrypted all their 
data in computers, therefore the hospital authorities could 
not access their patients’ valuable data.  In this way, almost 
all the hospitals had lost their functionalities. 

In this context, the authors concern about the importance 
of a secure database system which possesses the following 
three key points: 1) Confidentiality, 2) Integrity, and 3) 
Availability. Pseudorandom sequences are widely used in 
security protocols and cryptosystems; therefore, it is very 
crucial to ensure the randomness of a pseudorandom 
sequence.  

The randomness of a pseudorandom sequence is often 
evaluated by the linear complexity and its distribution of bits, 
respectively. The authors' previous work on a pseudorandom 
sequence called NTU sequence [3], [4] has revealed the 
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linear complexity of NTU sequence becomes maximum. In 
other words, NTU sequence shows the most difficult 
characteristics on predicting the next bit. Moreover, a 
theoretic proof for the period and the autocorrelation, and 
the cross-correlation have already given in [3], [4]. 

On the other hand, there still have problems that we 
cannot ignore. That is the efficiency of the calculation and 
the distribution of bits. The authors have proposed an 
efficient trace calculation [5] for the former one and it is 
sufficiently improved. The distribution of bits has been 
experimentally revealed [6], however, it is not uniformly 
distributed. Therefore, this paper proposes an approach for 
obtaining the balanced NTU sequence and observes its 
linear complexity and bits distribution. 

Conventionally, NTU sequence has been generated by 
combining M-sequence [7] and Legendre sequence [8], [9] 
as follows: Let 𝑓(𝑥) and 𝜔 denote a primitive polynomial 
and a zero of. Then, 𝜔  becomes a generator of the 
extension field 𝔽𝑝𝑚   and it can represent every non-zero 
element in 𝔽𝑝𝑚 as 𝜔𝑖 , where 0 ≤  𝑖 <  𝑝𝑚 − 1. For this 
polynomial sequence, we apply trace function defined as the 
sum of conjugates of 𝜔𝑖. It outputs a prime field element 
which will be converted to 0,1 or −1 by the Legendre 
symbol calculation. Finally, to binarize the sequence, 0,1 is 
mapped to 0 and −1 is mapped to 1. 

This mapping function cases the unbalanced sequence 
because of the following reasons. If a trace value is 0 or 
Quadratic Residue (QR) element in 𝔽p, then the sequence 
coefficient becomes 0. Otherwise, if it is Quadratic 
Non-Residue (QNR) element in 𝔽p, the coefficient becomes 
1. The number of QR and QNR element are equal, therefore, 
0 appears many times in one period of an NTU sequence. 

In this paper, the authors propose to replace the trace 
value with QR and QNR element evenly when trace value is 
equivalent to 0. It is found that the approach leads us to 
obtain an almost uniformly distributed sequence like 
M-sequence. Moreover, in the case of M-sequence, it's 
linear complexity is known to be minimum. On the other 
hands, the proposed NTU sequence seems to achieve high 
linear complexity. The period also looks like same as the 
conventional NTU sequence. 

Practically, security applications require quite long 
periodic sequence such as 256-bit. NTU sequence can 
generate such a large periodic sequence by using small 𝑝 
and large 𝑚. For example, let 𝑝 = 17 and 𝑚 = 50, then 
the period of NTU sequence becomes almost 256-bit. In this 
sense, the proposed sequence will provide secure and long 
period sequence. 
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II. PRELIMINARIES 
This section firstly introduces some useful notations and 

reviews mathematical fundamentals of a pseudorandom 
binary sequence. Then, the properties of the pseudorandom 
binary sequence are described.  

A. Notations 
This paper uses 𝑆𝜆  and 𝑠𝑖  to show a pseudorandom 

binary sequence of the period λ and its 𝑖-th coefficient, 
respectively. 

For a sequence 𝑆𝜆, we consider the distribution of every 
bit pattern. 𝑏𝑛 is used to indicate an arbitrary 𝑛-bit pattern, 
for instance, when 𝑛 = 2, 𝑏2 ∈ {00,01,10,11}. Finally, for 
a bit pattern 𝑏𝑛, 𝑍(𝑏𝑛) and 𝐷𝑆𝜆(𝑏𝑛) show the number of 
zeros in 𝑏𝑛 and the frequency of 𝑏𝑛 in 𝑆𝜆, respectively.  

B. Mathematical Fundamentals 
1) Primitive polynomial: 
 Let 𝑓(𝑥)  be a polynomial of degree 𝑚  over prime 

field 𝔽𝑝. If 𝑓(𝑥) is not divisible by any smaller degree 
polynomials, it is called irreducible polynomial. Let 𝑓(𝑥) 
be an irreducible polynomial over 𝔽𝑝  and 𝑡 ∈ ℤ be the 
smallest positive integer such that 𝑓(𝑥) ∣ (𝑥𝑡 − 1) . If 
𝑡 = 𝑝𝑚 − 1 , then 𝑓(𝑥)  is especially called a primitive 
polynomial. In what follows, 𝑓(𝑥)  denotes a primitive 
polynomial of degree m over 𝔽𝑝. Moreover, a basis in 𝔽𝑝𝑚 
is considered with a polynomial basis in this paper.  

2) Trace function:  
The trace function 𝑇𝑟𝔽𝑝𝑚∣𝔽𝑝(𝑥) is defined as the sum of 

conjugates of 𝑥 ∈ 𝔽𝑝𝑚  with respect to 𝔽𝑃. It is calculated 
by 

                    𝑇𝑟𝔽𝑝𝑚∣𝔽𝑝(𝑥) = ∑ 𝑥𝑝𝑖𝑚−1
𝑖=0 .                          (1) 

As an example, consider 𝔽72  with an irreducible 
polynomial 𝑔(𝑥) = 𝑥2 + 1 over 𝔽7. Let 𝜔 be a zero of 
𝑔(𝑥) and then {1,𝜔} forms a basis in 𝔽72. It is noted that 
𝜔 satisfies 𝜔2 = −1 because 𝑔(𝜔) = 0. Let us consider 
an example with an element 2 + 4𝜔 ∈  𝔽72. Firstly, its p-th 
power is obtained as follows: 

 
(2 + 4𝜔)7 = 2 + 4𝜔7 = 2 + 4(𝜔2)3𝜔 

                    = 2 + 4(−1)3𝜔 = 2 + 3ω. 

Then, the trace of 2 + 4𝜔 is given as: 
               Tr𝔽𝑝𝑚∣𝔽𝑝(2 + 4𝜔) = (2 + 4𝜔) + (2 + 4𝜔)𝑝   

          = (2 + 4ω) + (2 + 3ω) = 4. 

Readers need to be conscious that a trace value always 
belongs to 𝔽𝑝 and the trace function has linearity property 
over 𝔽𝑝 as follows: 

For arbitrary elements 𝑎,𝑏 ∈ 𝔽𝑝 and 𝑋, 𝑌 ∈ 𝔽𝑝𝑚 , trace 
function Tr𝔽𝑝𝑚∣𝔽𝑝(𝑎𝑋 + 𝑏𝑌) satisfies 

 
Tr𝔽𝑝𝑚∣𝔽p(𝑎𝑋 + 𝑏𝑌) = 𝑎Tr𝔽𝑝𝑚∣𝔽𝑝(𝑋) + 𝑏Tr𝔽𝑝𝑚∣𝔽𝑝(𝑌) 

3) Legendre symbol:  
Let 𝑎  be an arbitrary element in 𝔽𝑝 , the Legendre 

symbol defined as below is used for checking whether 𝑎 

has a square root in 𝔽𝑝 or not. When a has a square root in 
𝔽𝑝 , then a is called Quadratic Residue (QR) element. 
Otherwise, it is called Quadratic Non-Residue (QNR) 
element. 

            �𝑎 𝑝� �
2

= 𝑎
𝑝−1
2  mod 𝑝  

                           = �
0 if 𝑎 = 0,                                      
1 else if 𝑎 is QR in 𝔽𝑝∗ ,                 
−1 otherwise 𝑎 is a QNR in 𝔽𝑝∗ .

 (2)  

It is noted that 𝔽𝑝∗  denotes a multiplicative group with 
elements {1,2,3, … ,𝑝 − 1}. 

4) Mapping function: 
A pseudorandom binary sequence considered below uses 

a mapping function defined as follows to binarize the 
sequence generated by the Legendre symbol. 

 

                      𝑀2(𝑥) = �0 if 𝑥 = 0 or 1                
1 otherwise 𝑥 = 𝑝 − 1     (3) 

where x is an output of the Legendre symbol calculation. 

C. NTU Sequence 
This section introduces how to generate a pseudorandom 

binary sequence called NTU sequence [3], [4]. In addition, 
some kinds of properties are described here. In the following 
sections, 𝑓(𝑥) is a primitive polynomial of degree m over 
𝔽𝑝 and 𝑆𝜆 and 𝑠𝑖  denote an NTU sequence of period 𝜆 
and its i-th coefficient, respectively. 

1) Generating procedure:  
Let 𝜔 be a zero of 𝑓(𝑥), then there are 𝑝𝑚 − 1 kinds of 

elements in 𝔽𝑝𝑚 and they are represented by the powers of 
𝜔. The i-th coefficient of an NTU sequence is generated by 
the following calculation. 

 
              𝑆 = {𝑠𝑖}, 𝑠𝑖

= 𝑀2 ��
Tr𝔽𝑝𝑚∣𝔽𝑝(𝑥)

𝑝� �

2

� .          (4) 

where 𝑖 = 0,1,2, …. Therefore, the seed value of an NTU 
sequence is said to be an arbitrary element in.𝔽𝑝𝑚 

2) Properties of NTU sequence 
There are various kinds of viewpoints to understand the 

characteristics of a pseudorandom sequence such as period, 
autocorrelation, cross-correlation, linear complexity and 
distribution of bits. Almost all the above properties have 
been theoretically shown in the previous works [3], [4]. In 
detail, the period λ of NTU sequence is given by 
 

                                    λ =
2(𝑝𝑚 − 1)
𝑝 − 1

                                 (5) 

 
Especially, the measurements of the randomness are 

inseparable aspects of security applications. The linear 
complexity and distribution of bits are two of them and the 
linear complexity of NTU sequence is known as maximum. 
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However, the distribution of bits is ununiform [6] due to the 
mapping function Eq. (3). For example, when we focus on 
3-bit patterns in the following NTU sequence 𝑆114  with 
𝑝 = 7 and 𝑚 = 3, the distribution 𝐷𝑆114(𝑏3) is given as 
shown in Table I. 

 
1,0,1,0,0,1,0,0,1,0,1,0,1,0,1,1,1,1,1,0,0,0,0,  
1,0,1,0,0,0,0,0,0,1,0,1,1,0,0,0,1,0,0,0,0,0,1,  
1,1,0,0,1,1,0,0,0,0,1,0,1,0,1,1,0,0,1,0,0,0,0,  
0,1,0,0,0,0,0,0,0,1,1,0,1,0,0,1,1,1,1,1,0,1,0,  
0,1,1,0,0,1,1,0,1,1,0,0,0,1,1,0,0,1,1,1,1,0. 
 

TABLE I: THE APPEARANCE NUMBER OF N-BIT PATTERN WHEN 

P = 7, M = 3 and 𝑛 = 1,2,3 
                                 𝑏(𝑛) 𝑍(𝑏(𝑛)) 𝐷𝑆57(𝑏(𝑛)) 

𝑛 = 1 0 1 65 
1 0 49 

𝑛 = 2 

00 2 37 
01 1 28 
10 1 28 
11 0 21 

𝑛 = 3 

000 3 21 
001 2 16 
010 2 16 
011 1 12 
100 2 16 
101 1 12 
110 1 12 
111 0 9 

 
Table I shows that the number of 𝑏𝑛 depends on the 

number of zeros in the bits. If the distribution of NTU 
sequence is improved, NTU sequence will be more suitable 
pseudorandom sequence for security applications. Therefore, 
this paper aims to improve the distribution of NTU sequence 
without losing the superior properties of NTU sequence as 
mentioned above. 

 

III. PROPOSED METHOD 
This section introduces a technique for obtaining the 

uniform distribution in the generating procedure of NTU 
sequence. 

A. A Technique for the Uniform Distribution 
As shown in Section II-C2, the number of 0s is larger 

than that of 1s in a period of NTU sequence𝑆𝜆. This is 
happening, when Tr𝔽𝑝𝑚∣𝔽𝑝(𝜔𝑖) is equivalent to 0 or QR 
element in 𝔽𝑝, 𝑠𝑖  becomes 0. Otherwise, 𝑠𝑖 = 1. In detail, 

0  and 1  appear �𝑝+1
2
⋅ 𝑝𝑚−1 − 1�  times and �𝑝−1

2
⋅

𝑝𝑚−1 � times in𝑆𝜆, respectively. In addition, the number of 
QR and QNR element in 𝔽𝑝 are equal. Therefore, the main 
idea of proposition is just replacing a trace value by QR 
element and QNR element evenly when Tr𝔽𝑝𝑚∣𝔽𝑝(𝜔𝑖) = 0. 

It is found that the above idea has been theoretically 
guaranteed to have the same number of 0 and 1 in one 
period of an NTU sequence. However, the replacement must 
be done randomly and efficiently. This paper proposes to 
use a coefficient of 𝜔𝑖 for the replacement because there 
are 2 advantages. Firstly, 𝜔𝑖 is already calculated, thus the 
replacement can be done easily. Secondly, coefficients of 
𝜔𝑖 changes by the choice of a primitive polynomial. 

In detail, let 𝜔𝑖 = ∑ 𝑐𝑗𝜔𝑗𝑚−1
𝑗=0 . When Tr𝔽𝑝𝑚∣𝔽𝑝(𝜔𝑖) = 0, 

we refer the smallest degree non-zero coefficient in 𝜔𝑖 . 
Then, the coefficient is used as an input for the Legendre 
symbol calculation instead of Tr𝔽𝑝𝑚∣𝔽𝑝(𝜔𝑖) = 0 . The 
flowchart of this procedure is drawn as Fig. 1, where 𝑐𝑗 
denotes 𝑗-th coefficient of 𝜔𝑖 

. 

Fig. 1. The generating procedure of the proposed NTU sequence. 
 

IV. EXPERIMENT AND CONSIDERATION 
A small example of the proposed NTU sequence and its 

distribution are shown in this section. In addition, the 
properties of the proposed sequence are given here. 

A. Experimental Result 
Here, we show the bits distribution of the proposed NTU 

sequence and observe experimental results for the linear 
complexity profile. The result of the bits distribution with 
𝑝 = 13,𝑚 = 7 is shown in Table II and that of the linear 
complexity with 𝑝 = 7,𝑚 = 5 is shown in Fig. 2. 
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TABLE II: THE NUMBER OF N-BIT PATTERNS IN ONE PERIOD OF THE 
PROPOSED NTU SEQUENCE WHEN 𝑝 = 13,𝑚 = 7 AND 𝑛 = 1,2,3,4 

 𝑏(𝑛) 𝐷𝑆𝜆(𝑏(𝑛)) 

𝑛 = 1 0 5229043 
1 5229043 

𝑛 = 2 

00 2615710 
01 2613333 
10 2613333 
11 2615710 

𝑛 = 3 

000 1308495 
001 1307215 
010 1306118 
011 1307215 
100 1307215 
101 1306118 
110 1307215 
111 1308495 

𝑛 = 4 

0000 654557 
0001 653938 
0010 653347 
0011 653868 
0100 653347 
0101 652771 
0110 653277 
0111 653938 
1000 653938 
1001 653277 
1010 652771 
1011 653347 
1100 653868 
1101 653347 
1110 653938 
1111 654557 

𝑛 = 5 

00000 327403 
00001 327154 
00010 326858 
00011 327080 
00100 326829 
00101 326518 
00110 326769 
00111 327099 
01000 326839 
01001 326508 
01010 326253 
01011 326518 
01100 326788 
01101 326489 
01110 326784 
01111 327154 
10000 327154 
10001 327154 
10010 326784 
10011 326489 
10100 326788 
10101 326518 
10110 326508 
10111 326839 
11000 327099 
11001 326769 
11010 326518 
11011 326829 
11100 327080 
11101 326858 
11110 327154 
11111 327403 

 

B. Consideration 
It was found from Table II that the distribution of NTU 

sequence has been surely improved by the proposed method. 
And if two bits are complemented on two, then 𝐷Sλ(𝑏𝑛) 

seems to become the same in number. The linear complexity 
of the proposed sequence becomes the half of the 

conventional NTU sequence. This implies that the mapping 
function used in the conventional NTU sequence had 
enhanced the linear complexity. Moreover, according to [10], 
the linear complexity profile of true random numbers 
follows 𝑛/2, where n denotes the observation length. The 
linear complexity of the proposed sequence seems to be 
likely to follow a half of the period.  

From the adequate observation, the period of the proposed 
NTU sequence seems to be same as the conventional NTU 
sequence. Namely, the period λ will be given as follows: 

 

λ =
2(𝑝𝑚 − 1)
𝑝 − 1

 

 

 
Fig. 2. The linear complexity profile of the proposed sequence. 

 

V. CONCLUSIONS AND FUTURE WORK 
The proposed approach overcomes the drawback of the 

conventional NTU sequence by introducing a special 
mapping when Tr𝔽𝑝𝑚∣𝔽𝑝(𝜔𝑖) = 0. This approach makes the 
uniform distribution of bits. Moreover, it seems to take over 
the superior properties of the conventional NTU sequence. 
In this sense, this proposed sequence is a prime candidate 
for the security applications.  

As a future work, we would like to show the theoretic 
proof for each property such as the period, linear complexity 
and the distribution of bit patterns so that we can strongly 
recommend using it for the security applications. 
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