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Abstract: The purpose of the study is to
examine the security-by-design threat
modelling and mitigation approaches in
API-driven systems. The findings show
how APIs are experiencing high degrees
of vulnerability during data exchanges
and transmissions. The findings reveal
how threat modelling has a vital role to
play in fighting threats to API. The threat
modelling is anticipating the threats that
can occur within a system. Successful
mitigating measures can be crafted based
on the knowledge derived from threats.
The APIs can be made secure with use of
Security-by-Design as per the
examination. The recommendations
include the inception of security measures
during development stages to avoid
threats.
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[. INTRODUCTION

A. Background of the research

The Security-by-Design (SBD) in an API-
driven system integrates the security
measures directly during the design stage of
APIs. This is in contrast to adding them
later. The integration of security measures
beforehand is building a more secure
framework. The reduction of breaches and
vulnerabilities is possible through it. The
API connections are facing numerous
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security threats. The service-to-service and
server-to-server connections are posing
critical difficulties for API [1]. The threat
modelling and mitigation approaches are
essential for APIs.

B. Overview

The application of SDB in API-driven
systems will strengthen the threat models.
The using of agile development in API often
does not have the integration guidance vital
for tackling the threats to the system. The
designing of extensions with improper
restricting of the resources can lead to the
denial-of-service attacks [2]. The API faces
a set of vulnerabilities that need to be
managed appropriately [3].
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Figure 1: Categories of vulnerability in
API

(Source: [3])

There is a set of vulnerability categories in
API encompassing the user-end and server
[Refer to Figure 1] [3]. The various websites
are making use of vulnerable APIs. There
are 58% high-risk web applications [3]. The
evidence indicates the need for SBD-
empowered threat modelling and mitigation
approaches for API. The threat models can
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ward off the various attacks faced by the
API systems. C. Problem Statement

The API is increasingly facing threats in the
applications. The API abbreviated for
Application Programming Interface is
integrating various systems, services and
applications [4]. There is an urgent need for
dynamic models of threat handling with the
continuous changes in the threat landscape.
The use of SDB in threat modelling and
mitigation approaches can help API to be
secure. The possibilities of hacking are
significantly reduced with SDB. The
viability of SDB and its impacts will help
various organisations to ensure secure
interaction.

D. Objectives

The objectives for the present study are as
follows: 1) To examine the various threats
faced by API in its applications 2) To
analyse the impacts of Security-by-Design
on improving the security of API 3) To
identify the SDB inclusion in threat
modelling and mitigation approaches
benefitting APIs.

E. Scope and Significance

The scope of the research is to assess the
applications of Security-by-Design that can
develop secure API. The threat models and
mitigation approaches by SDB that can
ward off attacks will be analysed. The
purpose is to develop a more secure design
by examining the features of SDB. The
study 1s significant as it will pinpoint the
important changes needed in API
development. The various software
companies can benefit from the threat
models that will ensure secure interactions.

II. LITERATURE REVIEW
A. Vulnerabilities faced by API

The API initiates interactions within the
multiple components of a system. However,
it is vital to note how API is vulnerable to a
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set of external threats and attacks. The API
can receive a large number of requests from
malicious parties [5]. The API will exhaust
all of the resources and trigger a denial-of-
service attacks. There will be outages with
the various components unable to interact
with each other.
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Figure 2: Types of attacks faced by the
authentication services of API

(Source: [2])

There can be multiple attacks regarding the
authentication services of API [Refer to
Figure 2] [5]. There will be disruption in the
consistent availability of services. The
integration of proactive security in API can
yield positive results for software
companies. There are login attacks taking
place in API jeopardising the overarching
security of the systems [6]. The attacks can
be using stolen credentials or feeding large
volumes of random data within the system.
The increase in vulnerable points in API is
one of the major threats faced by the system.
The APIs are being extensively used in the
present software applications [7]. The
extensive usage is increasing the scope of
attacks amplifying the risks. The attackers
are constantly looking for flaws that can be
used to their advantage. The systems
infused with targeted reinforcement can
ward off the important threats faced by API.
The injection attacks, anomaly, intrusion
and denial of service can be tackled with
reinforcement learning [7]. The API is
subject to various levels of threats and
vulnerabilities that need to be tackled
effectively. 80% of the web traffic are Al
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based establishing the need for effective
threat modelling [7].

B. The use of Security by Design

The security by design includes the security
concerns right from the beginning of
designing API. The SDB is vital in terms of
early detection of any categories of
vulnerability. Thus, there is timely
mitigation for APIs possible in the future.
The SDB is done at the design time with the
application of crucial threat models [8]. The
expert-design inspecting of design at the
time of development helps in making the
system more secure. The security analysis
done at the early stages of development
identifies the threats a system can face. The
guideline is necessary for the proactive
inspection of threats within a system. The
guidelines are pinpointing to the designers
about the locations in the model that can
have flaws [8]. The use of SDB is aiding in
the development of more secure systems
eliminating possibilities of flaws. The
filtering of data flows in the threat models
helps in identifying sensitive data that has
not been encrypted.

The secure application can only be achieved
by SDB. The systems being designed with
the security aspects at the core will be able
to mitigate threats [9]. The development of
attacks and threats modelling will pave the
way for the creation of a more secure
environment. There is an urgent need to
standardise the threat modelling in order to
gain impact-driven results.

C. The applications within threat
modelling and mitigation approaches

The threat models and mitigation
approaches are playing a vital role in the
proper development of secure systems. The
SDB for APIs can be fortified as well with
the integration of comprehensive threat
models. The successful anticipating of
attacks and preparing for them are possible
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with the applications of threat models. The
listing of potential attacks, profiles of the
attackers, strategies and goals can aid in
developing impactful threat models across
the system [10]. Security, risks and privacy
are the top areas of focus when developing
an effective threat model. The best threat
models have built-in  priorities  for
mitigating the threats encountered. Machine
learning can fail to develop improved
results in the threat models [11]. The threat
models need to be integrated with
robustness  to deliver
strong performance.

The APIs are facing a number of threats
across their operations. Thus, the use of
SDB with comprehensive threat modelling
can reduce the attacks. However, there is a
lack of threat models posing a critical
challenge [10]. A classification of incidents
and threats taxonomy can aid

in development of enhanced threat
models [12]. The APIs can benefit with the
SDB listing and taxonomizing the threats.
The classifying of incidents can lead to
enhanced results for the APIs.

III. RESEARCH METHODOLOGY
A. Research Design

The study is using an explanatory design to
understand the SDB in API-driven systems
aided by threat modelling. The research is
analysing the impacts of SDB and how the
integration of threat models can lead to
better outcomes. The explanatory research
design links one determinant to another
considering their specific characteristics
[13]. The study is applying the explanatory
design to understand how the SDB, threat
modelling and mitigation approaches can
benefit the APIs. The explanatory design is
effective in linking the features of SDB and
threat modelling with the ability to reduce
API vulnerabilities. The impacts in terms of
increasing the robustness of API is derived
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with the use of explanatory design in the
study. B. Data Collection

The study is using the quantitative and
qualitative data to analyse the threat
modelling in SDB. The study is collecting
qualitative data from relevant secondary
sources including industry reports, journal
articles and the literature. The qualitative
data is benefitting the research by
elaborating the approaches to SDB and
threat models that can minimise the API
attacks. The quantitative data is being
gathered from the various graphs, charts and
statistics from secondary data sources.

The precise results regarding the impacts of
SDB, threat models and impacts are
increasing clarity on the steps needed. The
applying of both types of data are enriching
the research. The quantitative data is aiding
to gather exact facts assessing the validity of
SDB. The qualitative data is gathering the
knowledge on concepts of API and SDB.

C. Case Studies Assessment
Case Study I: Microsoft

Microsoft is using an effective Threat
Modelling Tool to capture any threats
during the Development Lifecycle. There is
better visualisation and understanding of
threats [15]. The testing and security
activities in the verification phase help to
develop more robust systems. The Security-
by-Design for any application is benefitted
through the threat modelling.

Case Study I1: Apple

Apple makes use of a set of procedures for
robust threat modelling across its various
applications needing SDB. Across the APIs
are ascertained with the system security
steps. The threat modelling comprises of
assessing the network security threats and
preparing for them accordingly [16]. Apple
makes use of secure authentication and
encryption of data during the transmission
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of in-built devices. The company provides
app security protecting its APIs. D.
Evaluation Metrics

The study is making use of certain
evaluation metrics to assess the data and
reach findings. The best evaluation metrics
are able to discriminate the data provided
[14]. The research is using the accuracy of
the results to determine the trends within
the data. The accuracy of SDB and threat
models in the context of reducing threats is
being examined. The precise outcomes of
API threats and attacks requiring SDB are
being used in the study. The accuracy of
the data is identifying  the

mitigation approaches and threat
modelling needed within an API
framework. There are accurate insights
being extracted regarding the use of threat
model practises and SDB benefitting the
API applications.

IV. RESULTS

A. Data Presentation

Figure 3: The detection of API
vulnerabilities identified

(Source: [3])

The above chart reveals the different API
vulnerabilities that can be faced during
interaction. The threats of IDOR are the
most at 24% [3]. The Rate Limit (17%) and
Click Jacking (15%) are the other potent
threats that an API can face. The listing of
risks during the threat modelling will need
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to take into account the various
vulnerabilities the API can face. The
exposing of file paths or database keys
needs immediate attention to ward off the
threats.
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Figure 4: Increase in API attacks
(Source: [17])

There has been an increasing growth in the
API volume and malicious attacks. There
has been a 681% increase in API attack
traffic in 2021, denoting the need for
effective measures [17]. The attacks have
increased to 21.32% denoting the need for
impactful practices. The data is a testament
to the increase in API attacks across the
system requiring robust security measures
to ward them off. The risks of the API
attacks are large scale establishing the need
for responsive designs.
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Figure 5: Steps for developing secure
APIs

(Source: [17])

The above pie chart reveals the primarily
responsible person for securing APIs
successfully during the interactions. The
developers have been identified as most
responsible at 29% followed by App
Specialisation Team at 21% [17]. The data
reveals how the developers designing the
software can ensure better security for API
software. The data derives the importance of
dynamic API updates. The inclusion of SBD
can ensure robust designs for the software
ensuring positive outcomes. The companies
can develop robust models that are capable
of reducing the threats and risks within the
system.

B. Findings

The analysis reveals how there are a set of
API attacks. The APIs are increasingly
facing threats with the data exchange. The
companies need to secure the systems to
reach positive outcomes. There are a set of
threats faced by APIs including Rate Limit,
Click Jacking and IDOR. The IDOR is
especially the most prevalent threat faced by
the APIs [3]. The revealing of the database
key or file path is included within the IDOR.
Hence, there is a need for impact-driven
threat modelling that takes into account the
attacks posed by IDOR and ClickJacking.
The SBD using threat modelling can gain
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positive results in terms of a robust system.
The analysis further reveals how the API
malicious attacks have significantly
increased requiring effective measures [17].
The increase in attacks is establishing the
need for more secure designs and systems
for APIs.

The developers have been acknowledged as
being most responsible for the APIs facing
attacks [17]. Thus, developers designing the
process should look for security measures
across the applications. The SDB by
developers can ensure that the APIs remain
robust and secure compared to the outside
attacks. The developers making use of
effective threat modelling can develop APIs
capable of warding off critical attacks
during interactions. The system can attain
improved results with the threat modelling
and mitigation approaches integrated during
the design itself. The APIs will be able to
mitigate critical threats with the inception of
proper measures within them.

C. Case Study Results

Apple | Using Devices | Enhance
threat and d
modellin applicati | products
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develop strong services
secure and due to
products | ¢ooure the .
WiFh ' API §ecur1ty
built-in reducing n

: t
encryptl | threats h
on [16] ©
network
during
exchang
es[16]

Table 1: Case Study Outcomes
(Source: self-created)

The above table demonstrates the case
studies of Microsoft and Apple making use
of threat modelling in their design
applications. The analysis of the case
studies reveals how both companies are
benefitting with secure applications and
devices. The data exchanges are supported
by the network protocols secured through
the anticipation of threats. The threat
management becomes easier with the
inception of proper measures across the
companies.
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Table 2: Comparative Analysis
(Source: self-created)

The comparative analysis of the API's
security and threat modelling has been
executed. The studies reveal the increasing
attacks on APIs and the responsive threat
modelling needed to overcome them during
the design phase itself.

V. DISCUSSION
A. Interpreting Results

The results reveal the increase in API
attacks requiring increased security. The use
of proper threat modelling during the design



International Journal of Information and Electronics Engineering, Vol. 13, No. 4, May 2023

can greatly benefit the system. The potential
adversaries and the threats to be protected
should be included in the threat model [18].
There is a need for developers to secure the
system during the design itself. The
anticipating of threats can lead to increased
security for APIs during the exchange. The
critical analysis reveals the need for
Machine Learning algorithms to identify
threats. The listing and classification of
threats can help during the development of
API [12]. There can be critical results
accomplished with the wuse of threat
modelling that can reduce IDOR or
ClickJacking for the applications.

B. Practical Implications

The companies are making extensive use of
API. The use of threat modelling can create
more secure data exchanges [10]. The
companies can derive secure results with the
integration of threat modelling with security
by design. The API applications will be
more secure with the knowledge. C.
Challenges and Limitations

There are certain limitations when using
security by design in APIs. There can be
biases in the algorithms failing to capture
the dynamic updates needed. The API needs
dynamic updates [17]. The threat modelling
working on biased algorithms can fail to
attain the desired results.

D. Recommendations

The companies need developers to integrate
the counteractive security measures during
the design phase. The designers have been
identified as most responsible during the
development of secure APIs [17]. The
developers being deeply involved in
identifying threats will ensure robust
models. The companies should adhere to
training employees for integrating threat
modelling into the applications.
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VI. CONCLUSION AND FUTURE

SCOPE

The study reveals how APIs are facing
massive possibilities of threats during data
exchange. There is an urgent need for
security-by-design measures. The
implementation of security steps
beforehand can ensure robust results. The
SBD making use of threat models can
ensure positive results for API. The future
scope lies in assessing how threat modelling
should be implemented for APIs. The
listing, categorisation and measures for
APIs should be identified. The future scope
will aid in developing robust models.
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