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Abstract— A real-time intrusion detection
system can improve the network security of
hospitals by responding and identifying the
cyber security related thread to protect
sensitive data. The focus of the study is to
examine the use of Artificial Intelligence
(AI) for intrusion detection in hospital
networks in real time to ensure better
cybersecurity and safety of the patients. A
descriptive type of research design was
accepted, including secondary data analysis,
a case study analysis, and measures of
performance. Its objective was to determine
the functionality of Al-driven systems to
detect threats, investigate anomalies and
automate reactions in dynamic healthcare
settings. The findings of literature reviews
emphasise ransomware and BEC as well as
the vulnerabilities of systems as the biggest
threats, whereas Al strategies such as service
velocity machines, detection of anomalies,
and decision trees provide  better
identification of threats. The graphical
information showed that the number of cyber
incidents has increased significantly, and
showed that hybrid detection models have an
accuracy of more than 99%. NHS Digital and
Barts Health Trust case studies revealed that
Al helped to reduce breaches by 65% and
reduce response time by 92%. These results
lead the study to suggest the adoption of the
AI-IDS and SIEM models and the use of
modular systems in comprehensive and real-
time management of security threats on
hospital networks.

Index Terms- Artificial Intelligence,
Intrusion Detection, Hospital Networks,
Cybersecurity, Real-Time  Monitoring,
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Machine Learning,
Patient Safety, Healthcare
Prevention.

[. INTRODUCTION
A. Background of the Study

Anomaly Detection,
IT, Threat

Digital systems and physical security are
critical to hospital environments, since they
are very dynamic environments, whose
ability to maintain continuity depends on
them. Nevertheless, the conventional
surveillance and security systems cannot
always identify the early indications of risk,
e.g. the role of unauthorised users, aberrant
patient behaviour, or fire risks. This would
give a more proactive option of using Al to
monitor surveillance and intrusion in
hospitals, with the possibility to analyse the
live video streams, diagnose behavioural
abnormalities and give a real-time alert [§].
Facial recognition, intelligent behaviour
analysis can also be used in these systems to
monitor access control, detect intrusion and
identify possible safety violations. Moreover,
Al will help in taking care of patients as it can
monitor patients, and it will raise an alarm
when there is a change in vital signs or
dangerous conditions in hospitals.

B. Overview

The application of Al in real-time intrusion
detection in hospital networks is a drastic
change in the healthcare industry,
safeguarding the security of healthcare
facilities and consumer safety. Conventional
systems tend to respond following the
appearance of threats, but through Al-
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powered applications, anomalies on
surveillance cameras are analysed, and
instant alerts are prompted. Such systems
detect illegal entry, recognise unusual patient
activity, as well as detect fire indicators at an
early stage using video analytics [4]. As well,
Al surveillance helps to authenticate staff,
monitor foot traffic, as well as health network
status and then works alongside existing
infrastructure.

C. Aim and Objectives

The objectives of this research paper include:
1) To implement and design a real-time
intrusion  detection Framework using
artificial intelligence specific to the
vulnerabilities in the IT infrastructures of
hospitals. 2) To analyse the effectiveness of
deep learning and machine learning
algorithms in detecting different cyber threats
within the healthcare department. 3) To find
out the main challenges, such as Legacy
systems, concerns related to data privacy,
and false positives that disrupt the
deployment of Al-related solutions. 4) To
suggest strategic recommendations,
including Al model Optimisation, protocols
for data handling, and staff training to

enhance the defence mechanisms of the
network.

D. Problem Statement

Whereas recent technological progress

allows for alleviating security threats in
healthcare institutions, the current intrusion
detection systems remain inadequate and do
not provide sufficient levels of real-time
observation in a hospital. Conventional fire-
detection systems and physical access
controls have a tendency to delay, which is
harmful to the patients and the integrity of
data. Although Al has the potential to detect
possible threats early and be used to perform
intelligent surveillance, integration
complexity, biased algorithms, false
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positives, and privacy are some of the
challenges associated with its
implementation [6]. Hospitals have a hard
time maintaining the balance between the
requirements of proactive security and ethical
and operational limitations.

E. Scope and Significance

The study examines the advances and use of
artificial intelligence-based intrusion
detection systems in real-time, particularly in
hospital networks. The scopes are Al-based
surveillance on fire alerts, access control,
monitoring patient behaviour, as well as
network security. It also touches on how Al
will blend with the current hospital
infrastructure, which has the problem of data
bias, data privacy, and the compatibility of Al
systems [9]. The significance of the study
offered is based on the fact that it may
contribute to patient safety and help to protect
sensitive health data, as well as minimise the
chances of any security breaches being
missed. Since healthcare facilities are getting
more and more digitalised and prone to
physical and cyber-based attacks, using
intelligent, proactive security solutions
becomes essential. This study helps in the
creation of sound Al-based solutions capable
of responding appropriately to the changing
threats in contemporary healthcare facilities.

II. LITERATURE REVIEW

A. Cybersecurity Threats in Healthcare
Systems
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Figure 1: Ransomware as a Service
Workflow

(Source: [13])

Hospital networks are exposed to a growing
variety of cybersecurity threats that
negatively affect patient safety, data integrity
and continuous operations. Ransomware is
among the most evident threats and encrypts
important medical information, and disrupts
the delivery of health care. “Ransomware as
a Service (RaaS)” has also made it easier to
take place in the market, as even those with
little to moderate skill sets are capable of
conducting sophisticated attacks [4]. Such
incidents tend to freeze hospital operations,
and in the end, the staff members have to
switch to manual operations and the patients
are kept waiting. One more common threat is
“Business Email Compromise (BEC)”, when
the personnel is tricked by the spear-phishing
emails into providing unauthorised access or
receiving a ransom. Attackers impersonate
healthcare employees, executives, or partners
they trust and trick them into giving away
money or confidential data [5]. The risk of
unauthorised access to “electronic health
records (EHRs)” due to phishing or other
vulnerabilities of the system causes the
breach of patient confidentiality and long-
term outcomes of data breaches.

B. Al and Machine Learning Techniques
for Intrusion Detection

)
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Figure 2: Network Intrusion Detection
Problem using Machine Learning

(Source: [14])
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Artificial intelligence (Al) and Machine
Learning (ML) are transforming real-time
intrusion detection systems because they
offer proactive and adaptive security
countermeasures within a hospital network.
Keeping up with new or advanced threats
(e.g. the zero-day attack), traditional rule-
based systems fail, unlike ML algorithms
such as anomaly detection, where systems are
trained based on normal network behaviour
and are able to diagnose variations as an early
indicator of an intrusion. Neural networks
and support vector machines (SVMs) have a
special niche in analysing huge streams of
data, including looking at them to find hidden
patterns or classifying threats effectively [6].

Decision trees provide interpretable and
easy-to-understand models, which results in
their usefulness to reveal the presence of
known signature attacks and mark suspicious
activity. Behaviour analysis techniques will
assist in creating a profile of the user and
system activities, and as such, identifying an
unauthorised or insider threat is much easier.
As an example, a healthcare IDS may gain
knowledge of the normal login behaviour of
medical personnel and allow an astute when
the behaviour is different from the expected

[7].

C. Challenges in Implementing Al-Based
Security in Hospital Environments

Figure 3: Cybersecurity in Healthcare:
Major Threats and Challenges
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(Source: [12])

There are a couple of complex challenges to
implementing Al-based security in hospital
settings. One of the main issues is the
confidentiality of the information and
adherence to statutes such as HIPAA that
require rigid protection of the patient data.
One of them is the privacy of data and its
adherence to healthcare requirements, such
as HIPAA, which requires high-security
levels of patient information to be upheld [8].
The sensitivity of data needed by Al systems
to train and operate in the first place exposes
data to a greater risk of breach, ransomware
and improper access when the data needs to
be secured.

The other obstacle is that of integration with
legacy systems. Most hospitals are run on IT
infrastructures that are outdated and are not
designed to be compatible with advanced Al
applications; hence, the deployment of the
latter is challenging. Also, other healthcare
facilities with computing resources have
minimal resources, and this can affect the
operation of real-time Al algorithms,
particularly those based on deep learning or
handling of large-scale anomalies [9]. Such
unclarity may stimulate a feeling of mistrust
and frustration among employees.
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D. Best Practices and Strategic
Frameworks for Real-Time Intrusion
Detection

Figure 4: Intrusion Detection System
Overview

(Source: [15])

The best practices and framework strategies
are key to effective real-time intrusion
detection in hospital networks and protecting
sensitive data, and ensuring compliance.
Hybrid detection models, which are a
combination of signature and anomaly-based
techniques, improve the detection as they
identify both threats and abnormal activities.
Layered security, such as the network-based
and the host-based identification systems of
intrusion, guarantees network coverage
against various or multiple attack directions
[10]. Such constant 24/7 monitoring
(combined with modern analytics and Al, and
machine learning) facilitates the detection of
new threats in time. The focus of strategic
frameworks in healthcare environments is
threat modelling to be implemented in such a
setup, configuration management of a secure
kind, and access control. Healthcare
providers collaborate and share information
through their threat intelligence feeds, which
strengthens the defences [11].
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III. METHODOLOGY

A. Research Design

In this research, the explanatory research
design is adopted to explicate how Al-based
real-time intrusion detection systems can be
successfully implemented on hospital
networks and whether it is effective [20]. The
described approach is aimed at explaining the
way Al-related technologies can help to
eliminate cybersecurity threats, and which
challenges can be experienced when these
technologies are integrated with the help of
the current hospital infrastructure and how
these challenges will affect patient safety and
data security. In this design, it is possible to
conduct an in-depth discussion of technical,
ethical, and operational variables affecting
Al-enabled intrusion detection in healthcare
settings.

B. Data Collection

This study used secondary data collection of
all functions and premises of such kind of
research, as this is an approach of
comprehensive analysis of sources, mixing
adequate voluntary self-description with
quantitative data collection. Secondary
qualitative data is collected through industry

reports, case studies, and professional
analysis done to address issues and
implementation strategies, as well as

investigate ethical challenges. Quantitative
data encompasses graphs, charts, and
statistical summaries in the records of
cybersecurity incidents and healthcare
security performance.

C. Case Studies and Examples
Case Study 1: NHS Digital (UK)

NHS Digital coupled AI to their legacy
systems so that real-time network traffic
analysis is possible. The system has already
managed to block more than 3,500 cyber
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threats in different NHS hospital networks
with enabled real-time monitoring and
prevented multiple malware intrusions before
escalation [16].

Case Study 2: Barts Health NHS Trust

Barts Health NHS Trust implemented an
anomaly-oriented machine learning based
intrusion detection platform. It identified
95% of unusual network activities during a
six-month pilot before any data breach
occurred. This made average threat response
time drop significantly, to below 2 hours, as
compared to 24 hours [17].

D. Evaluation Metrics

When designing real-time intrusion detection
systems in hospital networks, accuracy,
precision, and recall are some of the primary
elements of assessment that can be used to
determine the effectiveness of Al models.
Accuracy is the rate of general correctness of
the system related to the classification of
network events [14]. Nonetheless, since the
topic of healthcare is critical, the metric that
is needed after the occurrence of an intrusion
is precision, which is the percentage of
detected intrusions that are true positives and
do not result in false alarms that interfere with
workflow. Significantly more is the recall,
which means that the system should be able
to capture all the real intrusions, so it cannot
miss the threats.
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IV. RESULTS

A. Data Presentation
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Figure 5: Machine learning and deep
learning methods

(Source: [1])

In Figure 5, the worldwide distribution of
machine learning and deep learning
approaches under the real-time intrusion
detection system is demonstrated, with the
USA being in the lead (33.1%). Such
dominance aspects imply considerable
amounts of investment and technological
maturity at the Al security infrastructure
level. Germany and South Korea come next
with  4.6% respectively, demonstrating
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Figure 6: Ensemble-Based Intrusion
Detection System
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(Source: [2])

Figure 6 indicates that there is a sudden jump
in reported cyber-incidents between 2006 and
2010, which means that highly effective
intrusion detection is becoming more and
more in demand. In 2006, the number of
incidents was about 6,000, and it began to
grow constantly till it exceeded 12,000
incidents in 2007 and a little bit more, about
17,000, in 2008. In 2009, they were around
24000 and in 2010, it skyrocketed to be more
than 35000 [2].
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Figure 7: Comparative Analysis In Terms
of Detection Accuracy

(Source: [3])

Figure 7 shows the comparison of the
accuracy of several intrusion detection
methodologies. The accuracy of the Hybrid
Anomaly & Misuse Detection approach is
99.10%, which is quite higher compared to
that of its counterpart (30.50%) and that of
unknown attacks. The Proposed Hybrid
Method also ranks high at 88.23%, with J48
& SimpleCart methods demonstrating an
even keel of performance at 81.94% and
82.32% respectively [3].

B. Findings

As indicated in figure 5, the USA has been
the most prolific in the uptake of real-time Al
intrusion detection at 33.1%, way ahead of
Germany and The Republic of South Korea
(4.6 % each), a clear indication of lagging in
usage also among such countries as the UK
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(4.3%) and India (4.0%). Figure 6 indicates
that cyber incidents have increased from
more than 6,000 to more than 35,000 between
2006 and 2010; thus, the growing demand for
the Al-based ensemble systems is imminent.
Figure 7 proved that Hybrid Anomaly &
Misuse Detection has a maximum accuracy
of 99.10, which is much higher than all
others. In general, these results focus on the
current imbalance in the world, the rise of
cyber threats, and the unrivalled
effectiveness of Al in protecting hospital
networks.

C. Case study outcomes

Cas | Strategy Impact of Key
e Real-Time Outco
Stu Intrusion me
dy Detection in
Hospital
Networks
Using Al
NH | Integrate [ Enabled real- | Reduce
S d AI with | time d
Dig | legacy monitoring breach
ital | systems |and prevented | inciden
(U | for real- | multiple ts by
K) |time malware 65%
traffic intrusions [16]
analysis | before
[16] escalation
Bar | Deployed | Flagged 95% | Cut
ts machine |of abnormal | average
Hea | learning- | network respons
Ith | based behaviour e time
NH | IDS for | before data | from
S anomaly | compromise 24h to
Tru | detection | during a six- [ under
st 2h [17]
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month
phase [17]

pilot

Table 1: Case study outcomes
(Source: Self-created)

Such cases located in the UK demonstrate the
efficacy of Al in identifying potential attacks
early, as NHS Digital managed to prevent
threats when it came to the Barts Trust; they
managed to shorten the time to respond to the
threat by 92%.

D. Comparative Analysis

Aspe | Focus | Findings Gap
cts of
Liter
ature
Revi
ew
(4] Ranso | Highlights | Limited
mware | how focus on
evoluti | ransomware | real-time
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health | become counterme
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d in hospital
networks [4]
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sS spear- address Al
Email | phishing detection
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confidentiali
ty [5]
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IDS intrusion specific
detection network
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[6]
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health | threat intrusion
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[7] S
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[10] | Host- [ Reviews Limited
based |anomaly analysis of
IDS detection in | network-
for IoT | connected wide Al-

medical based IDS
devices solutions
[10]

[11] | Threat | Stresses Not
intellig | inter- focused on
ence | organisation | hospital or
sharin | al Al-

g collaboratio | enhanced
n for cyber | intrusion
defence [11] | detection

Table 2: Comparative Analysis
(Source: Self-created)

The comparative analysis of the Literature
selected has shown that there is a need for
hospital hospital-specific Al-related
intrusion detection system that will help to
identify the anomalies.

V. DISCUSSION

A. Interpretation of results

The results interpretation shows a global
imbalance between the implementation of the
Al-based intrusion detection systems
adoption, where the USA is the innovation
pioneer, which indicates a  good
infrastructure and investment [4]. The
exploding cyber-related incidents illustrate
the need for real-time, ensemble-based
solutions in hospitals. Hybrid detection
methods deserve to be included in healthcare
networks as their accuracy is high in
comparison with other methods [5]. The
literature supports this conclusion that Al and
ML can improve the identification of threats,
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although data privacy, the compatibility with
existing non-legacy systems, as well as
explainability, also present problems during
the implementation process [13]. Combined,
these lessons will confirm the necessity of
adaptive, cooperative, and privacy-friendly
intrusion detection in the current hospital
settings.

B. Practical Implications

Real-time intrusion detection systems where
Al is applied greatly increase the security of
hospital networks, as it has the ability to
detect a variety of threats, including ones that
are not known to exist. They can track
network traffic on an ongoing basis, turning
them into a highly responsive tool for dealing
with a threat before damage can be caused.
These systems help to enhance the efficiency
of the security team by decreasing the
number of false positives [11]. They also
change their cyber threats “modus operandi
or MO”, as well as learning, thus ensuring
their future safety. The compatibility with the
current security frameworks facilitates the
sports layered facilitation, and the
complexity of [oMT devices is managed.

C. Challenges and Limitations

The problem is that the Intrusion Detection
Systems (IDS) in hospital networks have
several issues, one of which is the high rates
of false positives that lead to alert fatigue and
diversion of resources to the attention of the
real threats. IDS tools cannot interdict and/or
deter an attack, depending on being
integrated with related systems to respond
[18]. Using IDS consumes a lot of resources,
such as often updating and hiring a team of
skilled individuals. The small price of alerts
can be overwhelming, thereby impairing
prioritisation. The IDSs are mostly reactive,
as they detect the threat only after the damage
is done, which restricts their capacity for
damage. These shortcomings indicate the
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existence of more modern, combined types of
security in healthcare facilities.

D. Recommendations

This is necessary to incorporate the Al-based
Intrusion Detection System (IDS) into
Security Information and Event Management
(SIEM) systems to allow comprehensive
threat detection and short-term response to
enhance the security of networks in hospitals
[19]. To avoid and mitigate attacks after they
happen, hospitals are advised to take a
proactive  approach by implementing
solutions such as OTORIO Titan to be able to
allow real-time risk management and have
automatic mitigation. They should invest in
scalable, modular systems that can offer
context to the operation and guarantee
regulatory requirements by trying to increase
the security posture without disrupting vital
healthcare functionality.

VI. CONCLUSION AND
FUTURE WORK

Conclusively, this paper highlights the fact
that the use of Al-based real-time intrusion
detection systems may largely benefit
hospital cybersecurity by alerting promptly
about threats, reducing the number of data
breach accidents, and raising the level of
patient safety. Adaptive and intelligent
monitoring solutions can be provided with
combination of machine learning and deep
learning techniques. Nevertheless, there are
still difficulties such as false positives,
incorporation into legacy systems, and
ethical issues. In future, the work should be
done to enhance model accuracy and
interpretability, as well as build privacy-
preserving frameworks.
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