International Journal of Information and Electronics Engineering, Vol. 14, No. 4, Sep 2024

Al-Agent—Based Reliability Orchestration for Cloud—Fog Systems

Saravanan Raj
Senior Product Manager
Axon, Seattle, USA
E-mail ID: reach.saravanan.raj@gmail.com

Abstract

Cloud-fog systems are progressively supporting
mission-critical  and latency
applications, but the question of reliability when
presented to dynamic workloads and heterogeneous
resources, as well as the in-uits clouds, is still a key

sensitive  to

concern. The paper demonstrates a reliability
orchestration framework, supported by Al-agent, to
control of failures and

enhance proactive

performance deterioration in cloud-fog
environments. The proposed architecture achieves
this by deploying dispersed intelligent agents in
cloud and fog-layers to constantly monitor the states
of the systems, anticipate the risks of reliability, and
organize adaptive control services. All the agents
combine learning-based inference with policy-based
reasoning to make optimum task placements,
redundancy allocation, and recovery plan in real
time. As opposed to the rule-based or static
solutions, the orchestration mechanism dynamically
varies to the workload changes, node mobility, and
contention on resources without centralized
dependency. The concepts of reliability awareness
are impregnated into the process of scheduling and
orchestration by the multi-objective maximization
that considers availability, latency, and resource
efficiency. The architecture will be scalable,
interoperate with other current or available cloud-
fog frameworks, and tolerant to partial failures. The
proposed approach allows providing a layer of
independent decision-making
attaining self-reliant cloud- fog-infrastructure that

collaborative

could provide reliable service delivery during
extremely dynamic and decentralized computing
systems.

Keywords: Al agents,
cloud—fog
management, fault tolerance, intelligent scheduling,

reliability orchestration,
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distributed systems.
1. INTRODUCTION

The modern digital services are designed, deployed,
and consumed in a new way because of the rapid
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evolution of distributed computing paradigms.
Conventional centralised cloud computing services,
though might be powerful, has innate constraints to
putting up applications requiring ultra-low latency,
real-time responsive, context aware and at any time
of the day [1]. The new applications like smart cities,
industrial, autonomous  systems,  medical
monitoring, and intelligent transportation are all
shifting to network edges and creating enormous
amounts of data that can no longer be processed
centrally where it needs to be assessed. This change
has increased the pace of the cloud computing
architecture utilization in which the fog nodes
enhance the capabilities of the cloud by providing
middle level computing, storage, and leverage at a

deeper proximity to the end appliances.
A. Cloud-fog computing Ecosystem

Cloud fog systems bring the benefits of scalability
and elasticity of centralized clouds and put the fog
and edge nodes nearer and more responsive [2]. Fog
nodes are normally spread across geographical
locations, are resource constrained, and are usually
heterogeneous and work under variable network
environments. Such architectural diversification not
only enables the flexibility of deploying services but
can also create a big complication in the
coordination and management of the entire system.
In contrast to homogeneous cloud data centers,
cloud-fog environments must react to varying
workloads, node mobility, varying
availability, intermittent connectivity [3].
Consequently, there is still a basic issue concerning

resource
and

the reliability of service delivery in such a
decentralized ecosystem.

B. Reliability Problems in Distributed Systems

Cloud- fog infrastructures need to have a critical
quality attribute of reliability, especially in the
context of integrity and mission-based applications.
These systems might fail due to hardware failure,
software errors, network failures, lack of energy or
environmental conditions [4]. The nodes are
commonly placed in uncertain or semi-controlled
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environment in fog conditions which makes them
prone to fail as compared to centralized cloud
servers. The decentralized systems also make it
difficult to detect, isolate, and recover failures of
cloud fog systems. The conventional reliability tools
that are used to address centralized clouds will not
always work when used in the context of highly
dynamic and distributed fog settings.

C. Weaknesses
Models

of Traditional Management

The traditional methods of managing and
orchestrating resources are usually based on set
rules, centralized control, or preset policies [5].
Although they are effective in predictable settings,
such approaches find it difficult to handle
uncertainty and size of cloud-fog systems. Single
points of failure and communication overhead have
been added with centralization, and there is no
flexibility in the policies to adapt to any rapidly
changing conditions. In addition, manual setup and
reactive fault management methods raise the
complexity of operation and reduce the capability of
the system to sustain reliable levels of service in

times of stress.
D. Artificial Intelligence in System Management

The artificial intelligence has come out as an
enabling force in the management of intelligent
systems in complex distributed environment.
Learning models could detect the latent patterns,
predict the system behavior and rationale in making
adaptive decisions in the face of uncertainty [6].
Workload prediction, anomaly detection, resource
optimization, and service placement are some of the
tasks that Al techniques are currently investigated in
the cloud-fog contexts. Through the utilisation of
data-driven understanding, Al management systems
are expected to shift the reactionary approach to
fault management to the self-adaptive and proactive
mode of operation.

E. Decentralized Intelligence and Autonomous
Agents

The idea of independent agents brings a
decentralized form of intelligence that is in a natural
accord with the distributed form of cloud-fog
systems. Agents can act by themselves, feeling the
local system state, and communicating with other
agents to accomplish global goals. The paradigm
eliminates the need of centralized control and
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increases the strength of the system [7].
Environment Agent based models are especially
essential when the nodes are different in terms of
capabilities, ownership, and the environment they
are used in. Such systems can be used to facilitate
scalable and robust teamwork of multiple layers of
the infrastructure through local reasoned and
coordinated work.

F. Motivation
Orchestration

of Reliability-Oriented

As cloud-fog systems further carry key digital
services, reliability becomes inappropriate as a
secondary consideration or as a fixed configuration
objective. Rather, it needs to be continually
measured and brought under control as a component
of system orchestration [8]. The orchestration that is
reliability-oriented focuses on the importance to
correlate resource allocation, scheduling, and
control decisions with reliability goals as well as
with performance and efficiency. Reliability on the
orchestration level is required to maintain service
continuity over the long term in highly dynamic
heterogeneous environments.

Cloud-fog computing is a base technology to the
next-generation distributed application, but its
complexity causes serious reliability up-challenges.
The drawbacks of the conventional, centralized and
rule-based management models show the necessity
of more intelligent, adaptable, and decentralised
solutions. The development of artificial intelligence
and autonomous agent paradigms provides new
possibilities to re-conceptualize the
reliability in cloud-fog systems [9]. The further

issue of

elaboration of reliability-conscious orchestration
schemas should thus come in handy to enable
reliable, economical, and resilience cloud-fog
systems whenever more applications are required
and due to operational unpredictability.

2. RELATED WORK

The adoption of cloud-fog computing is gaining
momentum, which provokes a significant volume of
studies on reliability, fault tolerance, and intelligent
orchestration schemes. With the migration of
applications to latency sensitive and distributed
environments researchers have investigated various
approaches to failure, resource volatility, and service
continuity [10]. Current literature is divided into
centralized cloud reliability models, fog-conscious
fault tolerance, Al and

resources planning,
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decentralized resource controls. Nevertheless, the
dynamic nature and heterogeneity of cloud fog
ecologies remain a problem to the historical design

reliability management, the orchestration strategies,
and intelligent control in cloud-fog systems with
emphasis on their fundamental goals, methods, and

illustrations. This part of the review examines recent
and representative studies that concentrate in
Table 1: Comparative Analysis of Reliability and Orchestration Techniques in Cloud—Fog Systems

shortcomings.
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Focus Area System Model | Key Techniques | Major Findings Key Limitations
Fog Edge-Fog— Taxonomy, Identifies latency | Lacks concrete
architecture & | Cloud [11] comparative reduction and locality | reliability orchestration
challenges analysis benefits of fog computing | mechanisms
Fault-tolerant | Fog—Cloud Redundant  task | Improves task completion | Increased resource and
task scheduling, under node failures [12] energy overhead
scheduling heuristics
Reliability in | Fog nodes Checkpointing, Enhances service | Adds storage and delay
smart city replication [13] recovery and continuity overhead
apps
Reliable Cloud—Fog VM  migration, | Reduces service | Relies on coordinated
orchestration hierarchical disruption during failures | centralized control [14]
control
Self-adaptive | Cloud-Fog Formal models, | Ensures correctness of | Limited scalability
orchestration runtime adaptation decisions validation
adaptation [15]
Decentralized | Distributed Multi-agent Enables localized | Reliability not explicitly
orchestration | Fog coordination decision making [16] optimized
Data Fog—IoT Priority-based Improves data availability | Computational
reliability & replication with privacy guarantees overhead on fog nodes
privacy [17]
Intelligent Edge-Fog ML-based Enhances QoS under | Requires offline training
resource workload variable workloads [18] and historical data
management prediction
Adaptive Fog—Cloud Reinforcement Balances latency and | Long training
scheduling learning [19] energy efficiency convergence time
Data Fog computing | Intelligent Improves consistency and | Trade-off between
reliability replication data availability [20] consistency and
placement overhead
Latency- Geo-Fog Proximity-based Reduces access delay | Ignores correlated node
aware heuristics significantly failures [21]
reliability
Fog Fog—Cloud Systematic review | Highlights need  for | No unified orchestration
optimization [22] adaptive reliability | framework proposed
survey models
Al in fog | Edge-Fog ML/DL taxonomy | Shows Al effectiveness in | Limited real-time
management prediction tasks [23] reliability focus
Time-critical | Fog computing | Requirement Establishes strict latency | No orchestration
systems analysis & availability needs mechanisms discussed
[24]
Reliability in | Fog Replica placement | Improves service | Limited support for
critical algorithms [25] survivability node mobility
systems
162
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The table 1 provides a systemic comparison of the
available literature addressing the topic of reliability
management, orchestration, and intelligent control
of the cloud-fog setting. It brings out the system
models, fundamental methods, key discoveries, and
weaknesses of all methods [26]. Although some of
them can enhance fault tolerance, availability, or
resource efficiency by replicating, scheduling, and
using Al techniques, most of them have centralized
control, overhead, low adaptability or are not
adequately integrated with reliability, which means
they require more autonomous and reliability-
conscious orchestration solutions.

The studies reviewed prove considerable advances
in reliability modeling, fault tolerance, and
intelligent management of distributed systems.
Nonetheless, existing solutions are still disjointed,
reactionary, or centralized too much so that they do
not suit multifunctional cloud-fog systems [27-30].
Research breaks revealed the necessity of dexterous,
scattered, and trustworthiness-intensive  co-
ordination designs. To mitigate these gaps, it is
necessary to deploy a reliable and scalable cloud-fog
infrastructures to implement next-generation

applications with high reliability needs.
3. METHOTOLODY

Reliability orchestration of cloud-fog systems
requires the capabilities of operating in uncertainty,
at scale able to work with heterogeneous resources,
and dynamically respond to changes at both the
environment. Traditional orchestration models
presuppose a high level of stability and centralized
control, which is ill adapted to infrastructures that
are fast moving in nodes, intermittently connected,
and with variable loads. To resolve these structural
constraints, the suggested methodology proposes an
Al-agent-based reliability orchestration paradigm
whereby the intelligence is spread to the cloud and
fog layers. Instead of implementing the concept of
reliability as a constraint of post-processing,
reliability is implemented as a first-class
orchestration goal and reliability is periodically
measured and optimized at runtime.

The main concept is to establish autonomous
software agents on cloud and fog tiers, each of which
can monitor local system states, reason about risk of
reliability, and orchestrate local actions with other
autonomous agents. The design is consistent with
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the decentralized character of the cloud-fog systems
and allows withstanding partial failures. The
strategy focuses on the proactive decision-making
based on learning-based prediction, joint reasoning,
and feedback control and, as such, the approach
facilitates long-term quality of service in the very
dynamic environment.

A. System Architecture Overview

The proposed architecture has three logic layers
including the cloud layer, the fog layer, and the
orchestration intelligence layer. The cloud layer
offers large scale calculation, permanent storage,
and world-view of system wide metrics. The fog
layer consists of geographically spread nodes that
are closer to data sources and end users and provides
very constrained latency processing as well as
contextual awareness. The orchestration intelligence
layer superimposes both the cloud and the fog layers
and is implemented via a system of autonomous Al
agents.

A local reliability agent is placed on each fog node,
which oversees node health, resource usage, task
execution, and network conditions. Coordination
agents at the cloud level maintain information about
the abstracted global state and coordinate the
collaboration of agents. There is no need of a
centralized control because agents interact via
lightweight message exchanges, which enable
decentralized consensus. This form of architecture
enables local responsiveness down to the level of the
fog but with strategic management on top at the
cloud level.

The Figure 1 demonstrates a closed-loop reliability
orchestration process of cloud and fog environments
driven by autonomous AI agents. The agents
operating at the fog level collaborate with the global
coordination agents in the cloud so that they
exchange the summarized system states and can
make decentralized but cooperative decisions. Every
local agent keeps a constant eye on resources,
anticipates the occurrence of failures, compares its
usefulness concerning reliability, and chooses
coordination strategies. Task placement, migration
and recovery are adaptive act, contingent on learning
models, which is fed-back in monitoring, creating a
sustained sense-learn-adapt
sustained system reliability.

cycle, to ensure
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Figure 1: AI-Agent—Based Reliability Orchestration Flow in Cloud—Fog Systems
B. Reliability Modeling Cloud-Fog systems

The concept of reliability in the framework is characterized as the likelihood of a service to remain operational
through changing operational conditions during a specific period. Perform a service task T; up on a node n;. The
dependability that such execution can be expressed as:

R;j(D) = exp (A1) (D

Where A, is a failure rate of node nj, and t is the time needed to execute task T;. Given that the condition of mist
nodes is dynamic, the A; can be considered a time varying parameter that is approximated by the historical and
real time observation of agents.

To calculate end-to-end reliability of composite services putting slow-speed nodes together, one uses a series
reliability model:

160
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Rservice = Hkm=1 Rk (2)

Where m is the amount of service components that are distributed between cloud and fog nodes. Through this
formulation, agents can reason concerning reliability effects of placement and migration decisions.

C. State Representation and Agent Perception

Every Al agent has a local perception model, which captures the operational state of the node that it is hosted on
as well as its neighbors. Perceived state of agent a at time t is given by:

Sa(®) = {u(®), m(®), b(t), d(t), f(1)} (€)

Where u(t), m(t), b(t),d(t), f(t) will represent the utilization of the CPU, memory availability, network
bandwidth, task deadline pressure and observed fault indicators, like packet loss or the inability to execute certain
tasks, respectively. This state representation with multiple dimensions enables agents to estimate performance and
the reliability conditions at the same time.

Agents keep probabilistic belief on transitions across states to cope with uncertainty. The method of revising
beliefs with new observations based on Bayesian updating allows avoiding the failure estimates being sharpened
continuously in response to new observations.

D. Learning-Driven Reliability Prediction

Embedded learning models in every agent reach reliability prediction. Based on observed state sequences, these

A

models approximate the risks of short-term and long-term failures. Let A;(t) be the expected failure of node n; at

time t. The error takes the form of a loss function which is minimized to obtain this prediction:

L=3%i Q40 —50)? 4)

Where A;(t) is the market failure rate estimated based on the logs of executing the system and the fault events.
Through constant updates of this model, the agents can be able to predict the reliability breakdown in advance of
failures to proactively make orchestration decisions.

E. Reliability Cognizant Decision Policy

The agents use their selection of actions, according to a reliability-aware policy, which achieves a trade-off
between various objectives, such as availability, latency, and resource efficiency. The formulation of the decision-
making process is a Markov decision process, with a particular state s and a given action a, the expected utility of
the action a followed by state s is:

U(s,a) = aR(s,a) — BL(s,a) — yC(s,a) (5)

Where R(s, a) is expected reliability gain, L(s,a) is latency cost, C(s, a) is resource consumption and «, 3,y are
weighting coefficients to show system priorities. This formulation also makes sure that reliability gains are kept
well in mind throughout orchestration, as opposed to being viewed as second-order constraints.

F. Collaborative Multi-Agent Coordination

Agents work independently, although coordination is necessary in the case of global reliability. The agents
occasionally share summarized state reports and reliability prediction. Distributed negotiation mechanisms are
used to reach consensus, and so, agents can agree with one who will take a decision to place a task, replicate it, or
migrate without arbitration at a centralized site.

Collaborative reliability score, for a task T; to be executed in candidate nodes {ny, n,, ..., n;} would be:

jEk
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D0i:10.48047/ijiee.2024.14.4.17



International Journal of Information and Electronics Engineering, Vol. 14, No. 4, Sep 2024

Where A, is the availability confidence of neighboring agents. This process makes sure that the choices made by

orchestra are based on the access to true local forecast and peer wisdom.

G. Adaptive Reliability-Oriented Orchestration

The orchestration process is continuous and conforms to the changes in workload and environmental changes.
Tasks are actively placed, replicated, or migrated depending on changing reliability evaluation. Redundancy

activation or task move would be some of the corrective measures taken by agents when predicted reliability is

less than the Rpi,.

The adaptation trigger condition is as follows:

. 1’
Trigger = {0

ifRij (t) < Rmin
i otherwise

(7

The condition allows one to intervene in time and to avoid unwarranted overhead in reconfiguration.

H. Scalability
Considerations

and Fault Resilience

The decentralized nature of intelligence enables
scalability whereby each agent is executing using
local information and limited information exchange
with peers. This helps
communication overhead and bottlenecks that come
with the centralized orchestration. There is also fault
resilience, whereby there are no single degrees of

in  minimizing on

failure, despite the failure of single agents, other
agents still survive and can practice orchestration at
a lesser level.

This is because the system gracefully deteriorates
when pushed to its limits provided that the main
functionality is not compromised and a steadily
increasing number of resources is offered, the
system will restore its reliability progressively. This
is necessary to scale-out cloud—fog systems that
provide mission-critical services.

L. Security and Trust Implications

The intersection of reliability orchestration and
security and trust management is also present.
Agents authenticate information that is exchanged to
avoid the transmission of misguided reliability
states. Lightweight authentication schemes are used
to be sure that coordination messages are a result of
trusted peers. The orchestration framework lessens
the susceptibility of the presence of malicious or
faulty agents by incorporating trust awareness into
reliability reasoning.

The -based reliability
orchestration system presents a decentralized,
learning-oriented adapted to the
complexity of cloud- fog systems. The solution

suggested  Al-agent

structure
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removes barriers to the use of a static and centralized
orchestration models by directly integrating
reliability modeling, prediction, and optimization

within autonomous agents. The sustained reliability

of the system under changing loads and
heterogeneous conditions through continuous
perception, collaborative decision-making, and

adaptive control is possible. This is a strong creation
of self-pride, peer-to-peer cloud-fog structures with
the capability to enable the next generation
distributed applications.

4. EXPERIMENTAL EVALUATION

In this part, a thorough analysis of the suggested Al-
agent-based reliability orchestration framework in
cloud-fog systems is provided. The discussion is
concerned with the effectiveness of the framework
to increase reliability, responsiveness, and efficiency
of the resources in case of the dynamic and failure-
prone conditions. The findings are addressed in
terms of the well-structured experimental
framework, informative description of datasets,
wide range of performance indicators, and
comparative analysis with the representative
existing methods. The aim will be to show the
benefits of integrating autonomous intelligence that
is reliability conscious with orchestration decisions
in cloud- fog environments.

A. Experimental setup and dataset used

The experimental setup is a scenario that simulates
a heterogeneous cloud- fog system comprising of a
centralized cloud dynamic and  various

geographically dispersed mistletoes. The fog nodes
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are set with a difference in their computing power,
memory thresholds, and network bandwidth as a
representation of real-life deployment in diversity. A
range of workloads is created to model latency
sensitive and reliability-intensive applications
whose arrival rates of tasks and/or execution time
limits vary.

The data set includes system logs that are recorded
in the process of task execution such as CPU
utilization logs, memory consumption, network
latency, task finish times, and failure instances.
Probabilistic injection of failure is done to simulate
node crashes, network disruption, and performance
degradation. Historical execution traces are utilized
in the training and constant updating of the learning
elements incorporated in the agents and online
decision-making is carried out by real-time
observations. This configuration allows strict testing
in both the normal and the stressed conditions of
operation.

B. Performance Metrics

Task Success Rate (TSR): TSR is a ratio of
completed tasks that have been successfully
accomplished in the process of carrying out an
action. The greater TSR the stronger is the reliability
of the orchestration mechanism and the possibility
to handle the faults in dynamic conditions

successfully.

Service Availability (SA): SA suits the percentage of
all operational time that the system is either
available or operational. It indicates the capacity of
the cloud fog infrastructure to sustain when
computers become unavailable or the network is
broken.

Reliability Index (RI): RI measures the reliability
level of the aggregate of all nodes used in cloud and
mists. It gives a coherent picture of system reliability
through  averaging node level reliability
contributions.

Average Response Time (ART): ART is the mean
duration of time between a service request and the
initial reaction. Reduced ART values mean a rapid

system responsiveness and effective decisions on
task placement.

End-to-End Delay (EED): EED is used to calculate
overall duration between the submission of tasks and
completion of tasks. It represents the sum of effect
of computation, communication, and schedule
delays.

Task Waiting Time (TWT): TWT is a measure of
time that a task waits in a queue before it is executed.
Less TWT represents a good load balancing and
reduction in congestion in fog and cloud nodes.

Latency Variance (LV): LV identifies the
dissimilarity in response times of various tasks. The
reduced variance translates to more predictable and
stable performance of the system which is essential
when using real-time applications.

Deadline Miss Ratio (DMR): DMR is used to
determine how many tasks do not accomplish their
pre-set goals within the specified deadlines. A
reduced DMR portrays better real-time support and
on-time orchestration decision-making.

Resource Wastage Index (RWI): RWI measures the
degree of unused part of allocated resources during
implementation. When RWI is low, this shows that
there is an efficient use of resources and less
inefficiency in the operations.

CPU Utilization Efficiency (CUE): CUE is the ratio
of resource utilized in the CPU effectively to the
actual CPU capacity that was allocated. A better
computational resource management is depicted by
higher CUE.

Memory Utilization Ratio (MUR): MUR is a ratio of
the amount of available memory that is utilized to
perform tasks. It gives the efficiency of resource
allocation and management of memory.

Network Utilization Efficiency (NUE): NUE
records the efficiency of network bandwidth usage
in transmission of data and coordination of tasks.
Increasing the NUE values would mean a reduction
in overheads of communication and streamlined data
flow.

Table 2: Comparison of TSR, SA, RI of existing approach with proposed approach
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Approach TSR SA RI

Rule-Based Orchestration 0.86 0.89 0.78

Centralized Cloud Scheduler 0.88 091 0.81

Heuristic Fog Scheduler 0.9 0.92 0.84
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ML-Based Centralized Model 0.92 0.94 0.87
Distributed Agent Model 0.93 0.95 0.89
Proposed Framework 0.97 0.98 0.94
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Figure 2: Representation of compared TSR, SA, RI

The reliability performance is compared between various orchestration methods using a Task Success Rate (TSR),
Service Availability (SA) and Reliability Index (RI) in table 2 and Figure 2. The reliability of rule-based and
centralized schedulers is moderate, and TSR values of below 0.90 and RI not higher than 0.81 demonstrate that
they are not very flexible to dynamic failures. Centralized models based on heuristics and ML are more reliable
because they make optimum scheduling, reaching the RI and TSR of 0.87 and 0.92 respectively. The distributed
agent model is additionally more resilient with TSR of 0.93 and SA of 0.95. The highest performance is the so-
called most decentralized and proactive, as well as learning-based orchestration, as TSR of 0.97, SA of 0.98, and
RI of 0.94, which guarantees the best performance.

Table 3: Comparison of ART, EED, TWT, LV of existing approach with proposed approach

Approach ART (ms) EED (ms) TWT (ms) LV (ms?)
Rule-Based Orchestration 142 185 54 210
Centralized Cloud Scheduler 135 172 49 186
Heuristic Fog Scheduler 124 158 43 162
ML-Based Centralized Model 118 146 39 138
Distributed Agent Model 112 138 35 121
Proposed Framework 96 121 27 84
161
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Figure 3: Representation of compared ART, EED, TWT, LV

A comparative analysis of the performance related to latency in the various orchestration approaches is given in
the table 3 and Figure 3 in terms of Average Response Time (ART), End-to-End Delay (EED), Task Waiting Time
(TWT), and Latency Variance (LV). Rule-based orchestration is the most delayed and variably orchestrated one,
implying low responsiveness to dynamic workloads. There are progressive advances with centralized, heuristic
and ML-based models as they are associated with improved scheduling intelligence. The distributed agent model
also minimizes latency provided by local decision making. The presented framework has the highest performance
with the ART of 96 ms, EED of 121 ms, TWT of 27 ms and LV of 84 ms?>. These are important confirmations that
demonstrate the reduction of responsiveness, smaller queueing delays, and more stable latency behaviour
verifying the validity of reliability-conscious, Al-agent-based orchestration.

Table 4: Comparison of DMR, RWI of existing approach with proposed approach

Approach DMR RWI
Rule-Based Orchestration 0.19 0.24
Centralized Cloud Scheduler 0.16 0.21
Heuristic Fog Scheduler 0.14 0.18
ML-Based Centralized Model 0.11 0.15
Distributed Agent Model 0.09 0.13
Proposed Framework 0.05 0.07

Table 5: Comparison of CUE, MUR, NUE of existing approach with proposed approach

Approach CUE MUR NUE
Rule-Based Orchestration 0.61 0.58 0.55
Centralized Cloud Scheduler 0.64 0.61 0.59
Heuristic Fog Scheduler 0.68 0.66 0.63
ML-Based Centralized Model 0.71 0.7 0.68
Distributed Agent Model 0.74 0.73 0.71
Proposed Framework 0.82 0.81 0.79
162
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Figure 4: Representation of compared DMR, RWI

Table 4 and Figure 4 are comparative analyses of deadline obedience and resource effectiveness of orchestration
methods in Deadline Miss Ratio (DMR) and Resource Wastage Index (WSI). Centralized and rule-based slopes
have increased deadline violating and resource wastage, which is a reactive and coarse-grained control. Heuristic
and ML-based models show progressive improvements on reduced scheduling intelligence. Localized adaptation
brings the distributed agent model down to DMR of 0.09 and RWI of 0.13. The suggested framework gives the

most optimal results having the DMR of 0.05 and RWI of 0.07 that show that the work is executed in time, and
the resources are used in the most efficient way.
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Figure 5: Representation of compared CUE, MUR, NUE
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Resource utilization efficiency between
orchestration methods is measured in the table 5 and
Figure 5 in CPU Utilization Efficiency (CUE),
Memory Utilization Ratio (MUR) and Network
Utilization Efficiency (NUE). The use of rule-based
orchestration is minimal because of its inability to
adapt and its static allocation. The processes of
centralized and heuristic schedulers are imperfect in
that they enhance efficiency with time due to the
optimization of resource allocation. ML-based agent
models and distributed agent models further
improve the utilization by making use of predictive
and localized control. The efficiency of the
suggested framework is the greatest and the CUE,
MUR, and NUE are 0.82, 0.81, and 0.79,
respectively. These values show that there is good
CPU, memory, and network utilization, wastage is
minimal, and performance is assured due to good
and reliable orchestration performance.

The experimental analysis validates the fact that the
proposed Al-agent-based reliability orchestration
framework is far more efficient than available
methods in terms of reliability, latency, and resource
use. Without centralized bottlenecks, autonomous
agents help to predict failure proactively and recover
faster, and manage adaptive tasks. Based on the
overall metric analysis the concept of embedding
reliability awareness into either directly the
orchestration choice or directly the consequential
orchestrations are shown to be of greater stability,
responsiveness, and efficiency of the cloud-fog
systems. These findings confirm the appropriateness
of the framework to next generation mission-critical
distributed
environments.

CONCLSUION

This paper introduced an Al-agent mediated

applications in  highly dynamic

reliability orchestration structure in dynamic cloud-
fog systems, in which the factors of heterogeneity,
mobility, and uncertainty can greatly influence
service dependability. Through the inclusion of
autonomous intelligence at cloud and fog layers, the
framework allows advanced reliability management,
decentralized decision making, as well as continual
adaptation  without  bottlenecks. = Combining
learning-based reliability prediction with utility-
based orchestration has the potential to enable the
co-optimization of the system (availability, latency,
and resource usage) in response to changing
workloads and failure scenarios. The disreputability
of agent collaboration also improves resiliency by
providing coordinated but the localized control
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operation that provides graceful degradation and a
quick recovery in the event of a disruption. The
improvements in all the metric categories are
consistent, and measurable through experimental
assessment. The suggested framework has a Task
Success Rate of 0.97, Service Availability of 0.98,
and Reliability Index of 0.94, which attests to solid
and reliable service delivery. There is also a
profound improvement in latency performance, the
values of the Average Response Time and End-to-
End Delay are decreased to 96 ms and 121 ms
accordingly, and the gains in efficiency are reflected
in rate values to CPU, memory, and network
utilization, 0.82, 0.81, and 0.79 respectively. These
results confirm the reliability of reliability-
conscious Al-agent-based orchestration of next-
generation cloud fog systems.

In further studies, the model can be expanded to
include federated and privacy-preserving learning
systems to safeguard data privacy among distributed
agents. Scalability and robustness will be proved
further with the integration with testbeds on real-
world scenarios and large-scale implementations.
Also, somewhat extending reliability orchestration
to work together in the view of security risks, energy
sustainability, and cross-domain interoperability are

fruitful  prospects of intelligent cloud-fog
ecosystems.
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