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Abstract: 

Federated learning enables collaborative 

model training without requiring 

centralized data storage, thereby offering a 

certain level of privacy protection. 

However, recent studies indicate that the 

exchange of model updates, such as 

gradients or weights, can still lead to 

unintended leakage of sensitive 

information. Existing approaches based on 

single-key homomorphic encryption are 

insufficient to prevent privacy risks arising 

from potential collusion between 

participants and the central server. 

Moreover, current multi-key homomorphic 

encryption-based federated learning 

methods operating in semi-honest 

environments exhibit limitations in terms of 

security robustness and practical 

applicability. To address these challenges, 

this study introduces a novel privacy-

preserving federated learning framework 

utilizing multi-key fully homomorphic 

encryption. A new scheme, termed 

mMFHE, is developed, where encryption is 

performed through the aggregation of 

public keys, and decryption requires the 

collaborative participation of all users. This 

design ensures enhanced data 

confidentiality and prevents unauthorized 

access. The proposed framework secures 

model updates by applying multi-key fully 

homomorphic encryption, guaranteeing 

privacy under the Common Reference 

String (CRS) model within a semi-honest 

setting. Additionally, the mMFHE scheme 

supports both homomorphic addition and 

multiplication, enabling flexible and 

advanced computational operations. 

Security analysis demonstrates that the 

proposed approach is resilient against 

collusion attacks involving up to N−1N - 

1N−1 users and the server, where NNN 

represents the total number of participants. 

Furthermore, experimental evaluations 

indicate that the scheme reduces the 

complexity associated with NAND gate 

operations, thereby lowering computational 

overhead and improving efficiency, while 

maintaining high model accuracy. 

Keywords: privacy preservation; federated 

learning; multi-key fully homomorphic 

encryption 

1.Introduction  

The conventional development of machine 

learning models typically depends on the 

aggregation of distributed datasets into a 

centralized server or data repository. 

Although this centralized approach 

simplifies model training, it introduces 

several technical challenges, including 

increased communication overhead and 

latency associated with large-scale data 

transmission. More importantly, it raises 

critical concerns regarding data privacy and 

security, as sensitive user information must 

be transferred and stored in a central 

location. With the rapid proliferation of 

smartphones and smart devices, an 

enormous volume of personal data is now 

generated and stored locally on user 

devices. Harnessing this data effectively 

can significantly enhance service quality 

and user experience, provided that robust 

privacy protection mechanisms are in place. 

Federated learning (FL) was proposed as a 

decentralized paradigm to address these 

challenges. In this approach, model training 

is distributed across multiple devices, 

where each device utilizes its local data to 

train a model independently. Instead of 

sharing raw data, only model updates—

such as gradients or parameter values—are 

transmitted to a central server. The server 
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aggregates these updates to construct a 

global model, which is subsequently shared 

back with participating devices. By 

ensuring that raw data remains on local 

devices, federated learning offers an 

effective solution for preserving user 

privacy. Since its introduction, FL has 

evolved into a rapidly growing research 

area with applications in diverse domains, 

including healthcare, the Internet of Things 

(IoT), and emerging digital environments. 

Despite its decentralized nature, federated 

learning is not entirely immune to privacy 

threats. Research has demonstrated that 

model updates exchanged during the 

training process can inadvertently expose 

sensitive information about the underlying 

data. To mitigate these risks, privacy-

preserving federated learning (PPFL) has 

been developed as an extension of FL. 

PPFL integrates advanced privacy-

enhancing techniques such as differential 

privacy (DP), secure multi-party 

computation (SMPC), and homomorphic 

encryption (HE). 

Differential privacy safeguards individual 

data by introducing controlled noise into 

model parameters or training datasets, 

thereby limiting the influence of any single 

data point. However, this noise addition 

may degrade model performance and slow 

convergence. Secure multi-party 

computation enables collaborative 

computation among multiple participants 

without revealing their private inputs, but it 

often incurs substantial computational 

complexity and communication overhead, 

particularly in large-scale systems. 

Homomorphic encryption presents a 

promising alternative by allowing 

computations to be performed directly on 

encrypted data. This capability enables 

secure data processing without requiring 

decryption, thus maintaining 

confidentiality throughout the computation 

process. Compared to DP and SMPC, 

homomorphic encryption can achieve 

better accuracy while reducing 

communication overhead. However, 

traditional single-key homomorphic 

encryption schemes pose significant 

security risks, as all participants rely on a 

shared key. In scenarios where a malicious 

participant colludes with the central server, 

the privacy of other users may be 

compromised. 

Existing privacy-preserving federated 

learning approaches based on multi-key 

homomorphic encryption (MKHE) attempt 

to address this issue but still exhibit notable 

limitations. These schemes often rely on 

assumptions that restrict their applicability, 

such as requiring a subset of participants to 

remain non-collusive. Moreover, many 

existing solutions support only 

homomorphic addition and lack support for 

homomorphic multiplication, thereby 

limiting their flexibility and applicability in 

complex machine learning tasks. 

To overcome these challenges, this study 

proposes a novel multi-key fully 

homomorphic encryption (MKFHE) 

scheme, referred to as mMFHE. The 

proposed scheme is designed to enhance 

privacy protection in federated learning by 

enabling both homomorphic addition and 

multiplication operations on encrypted 

data. It employs an aggregated public key 

mechanism for encryption and requires 

collaborative participation among users for 

decryption, ensuring that no single entity 

can independently access sensitive 

information. Additionally, the scheme 

supports the embedding of multiple 

plaintext messages within a single 

ciphertext, improving computational 

efficiency. 

Building upon this encryption scheme, a 

privacy-preserving federated learning 

framework is developed. In this framework, 

model updates are encrypted before 

transmission and can only be decrypted 

through collective cooperation among 

participants. This design significantly 

enhances resistance to collusion attacks 

involving both users and the central server. 

Experimental evaluations conducted using 

real-world datasets demonstrate that the 

proposed approach reduces computational 

complexity particularly in cryptographic 
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operations—while maintaining high model 

accuracy and efficiency. 

The primary contributions of this work can 

be summarized as follows: 

➢ Development of a novel multi-key fully 

homomorphic encryption scheme 

(mMFHE) that ensures enhanced security 

through aggregated key encryption and 

collaborative decryption, while supporting 

efficient multi-bit operations.  

➢ Design of a privacy-preserving federated 

learning framework based on mMFHE, 

capable of resisting collusion attacks 

involving up to N−1N - 1N−1 participants 

and the server.  

➢ Comprehensive security and performance 

analysis demonstrating reduced 

computational overhead and improved 

efficiency without compromising model 

accuracy.  

The remainder of this paper is organized as 

follows: Section 2 reviews related work in 

privacy-preserving federated learning; 

Section 3 introduces the necessary 

theoretical background; Section 4 presents 

the proposed mMFHE scheme and 

framework; Section 5 provides security 

analysis; Section 6 discusses performance 

evaluation and experimental results; 

Section 7 highlights existing challenges; 

and Section 8 concludes the study with 

future research directions. 

2. Related Work 

2.1 PPFL 

Federated learning (FL) is a distributed 

machine learning framework introduced by 

McMahan et al. [4] in 2016, which enables 

multiple participants to collaboratively 

train a shared model without transferring or 

centrally storing their local datasets. This 

approach effectively overcomes the issue of 

data silos commonly encountered in 

centralized machine learning systems. 

Since its introduction, extensive research 

efforts have been devoted to enhancing FL, 

focusing on algorithmic improvements, 

performance optimization, and 

strengthening security mechanisms. 

In the same year, the Federated Averaging 

(FedAvg) algorithm was proposed [5], 

establishing a fundamental approach for 

model aggregation in FL. In this method, 

each participant independently trains a local 

model using its private data and 

periodically transmits updated parameters 

to a central server. The server aggregates 

these parameters—typically through 

averaging—to update the global model, and 

this process is repeated iteratively until 

convergence is achieved. Due to its 

simplicity and effectiveness, FedAvg 

remains one of the most widely adopted 

baseline algorithms in federated learning 

applications. 

To address system heterogeneity, Li et al. 

[16] introduced the FedProx algorithm in 

2018, which incorporates a regularization 

term into the FedAvg framework to 

stabilize training across diverse devices. 

Later, in 2020, Asad et al. [17] proposed the 

FedOpt algorithm, which utilizes advanced 

optimization techniques, including adaptive 

gradient-based methods, to improve the 

efficiency of global model updates and 

aggregation. In 2023, Zhang et al. [18] 

developed the Adaptive Locally 

Aggregated Learning (FedALA) approach, 

aiming to enhance personalization in 

federated learning by selectively capturing 

relevant global information for individual 

clients. More recently, Yu et al. [19] 

proposed a Raft consensus protocol based 

on Cauchy Reed–Solomon (CRS) codes in 

2024 for adaptive data maintenance in 

metaverse environments, effectively 

reducing storage requirements through 

erasure coding techniques. 

Despite its decentralized design, federated 

learning is still susceptible to privacy risks. 

Studies have shown that model updates, 

such as gradients or weights exchanged 

during training, can unintentionally reveal 

sensitive information about the original 

data, even when the data itself remains on 

local devices [11,12]. To mitigate such 

risks, privacy-preserving federated learning 

(PPFL) has been introduced as an extension 

of FL, incorporating additional security 

measures such as encryption and 

anonymization techniques. Most existing 
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PPFL approaches rely on methods 

including differential privacy (DP) [20–22], 

secure multi-party computation (SMPC) 

[23], and homomorphic encryption (HE) 

[24,25]. 

Differential privacy ensures data 

confidentiality by injecting controlled noise 

into either the training data or model 

parameters, thereby limiting the influence 

of individual data samples on the final 

output. In 2020, Wei et al. [26] proposed a 

DP-based framework that enhances privacy 

protection by adding artificial noise to 

client-side parameters prior to aggregation. 

Similarly, Truex et al. [27] incorporated 

local differential privacy (LDP) into 

federated learning, introducing the LDP-

Fed system, which provides formal privacy 

guarantees. In 2023, He et al. further 

advanced this area by proposing ACS-FL, a 

local differential privacy approach 

designed to address issues such as 

variations in parameter ranges across model 

layers and the excessive accumulation of 

privacy budgets. Their method employs 

adaptive cropping, parameter compression, 

and reorganization techniques to support 

clustered federated learning on 

heterogeneous IoT datasets. However, the 

addition of noise in DP-based methods 

inherently slows down model convergence 

and can reduce overall accuracy during 

aggregation [28]. 

2.2 HE-Based PPFL 

Homomorphic Encryption (HE) provides a 

powerful capability that allows 

computations to be carried out directly on 

encrypted data, eliminating the need for 

decryption during processing and thereby 

ensuring data confidentiality throughout the 

computation process. Leveraging this 

property, several studies have explored the 

integration of HE into federated learning to 

enhance privacy protection. 

For instance, Zhang et al. [31] introduced a 

Privacy-Enhanced Federated Learning 

(PEFL) framework in which local gradients 

are encrypted using the Paillier 

homomorphic encryption scheme before 

being transmitted to potentially untrusted 

servers, thereby safeguarding sensitive 

information. Similarly, Li et al. [32] 

developed a secure federated learning 

framework based on the threshold Paillier 

cryptosystem, particularly targeting 

Internet of Things (IoT) environments [33], 

where it helps mitigate risks associated with 

unreliable or malicious users. In another 

contribution, He et al. [34] proposed a low-

latency, privacy-preserving federated 

learning scheme designed for edge 

computing scenarios [35]. Their approach 

employs an enhanced Paillier encryption 

mechanism to secure model parameters 

during transmission, ensuring that raw data 

remains confined to local devices. 

Despite these advancements, most of the 

aforementioned approaches rely on single-

key homomorphic encryption schemes, 

where all participants share identical 

encryption and decryption keys. Such a 

design introduces significant security 

vulnerabilities, particularly when a 

malicious participant colludes with the 

central server, potentially compromising 

the privacy of other users. 

To overcome these limitations and better 

address privacy requirements in multi-user 

federated learning systems, researchers 

have explored multi-key homomorphic 

encryption (MKHE). Cai et al. [36] 

proposed a Trusted Execution Environment 

(TEE)-based MKHE system, known as 

EMK-BFV, aimed at improving both 

security and computational efficiency in 

PPFL. Ma et al. [37] introduced a novel 

PPFL framework based on the multi-key 

CKKS scheme, referred to as xMK-CKKS, 

while Walskaar et al. [38] further enhanced 

this approach by integrating it with the 

Flower federated learning framework to 

improve efficiency. Additionally, Zhang et 

al. [39] proposed a verification-based PPFL 

scheme (VPFL) utilizing the BCP 

cryptosystem, which enables user 

authentication and ensures data integrity 

within a multi-key setting. 

However, these existing MKHE-based 

approaches still exhibit notable security and 

functional limitations. In particular, the 
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schemes presented in [36–38] require that 

at least two participants remain non-

collusive (i.e., k<N−1k < N - 1k<N−1) to 

preserve privacy in semi-honest 

environments, meaning that user–server 

collusion can still pose a threat. Meanwhile, 

the approach in [39] relies on a dual-server 

architecture, which assumes that both 

servers do not collude, thereby introducing 

additional trust requirements. 

Furthermore, limitations also exist in terms 

of computational functionality. The 

schemes in [37–39] primarily support 

homomorphic addition but do not provide 

full support for homomorphic 

multiplication. Although the method in [36] 

enables multiplication, it relies on 

operations performed within a trusted 

execution environment, effectively 

requiring trusted hardware rather than true 

homomorphic multiplication. As a result, 

these approaches impose constraints on the 

types of federated learning algorithms that 

can be applied and reduce overall system 

flexibility. 

Table 1 provides a comparative overview of 

existing HE-based PPFL schemes 

alongside the proposed method, focusing 

on key aspects such as support for 

homomorphic multiplication and resilience 

against collusion attacks between users and 

servers. Here, kkk denotes the number of 

colluding users, while NNN represents the 

total number of participants in the federated 

learning system. 

 

 

In contrast, secure multi-party computation 

allows multiple participants to jointly 

compute functions without revealing their 

individual inputs, thereby preserving data 

confidentiality with minimal impact on 

model accuracy. Bonawitz et al. [25] were 

among the first to apply SMPC in federated 

learning for secure aggregation, utilizing a 

dual-masking mechanism to protect data 

during computation. In 2020, Li et al. [29] 

improved this approach by integrating a 

single masking strategy with a chained 

communication mechanism, resulting in a 

more efficient PPFL framework. 

Additionally, Gehlhar et al. [30] introduced 

SafeFL, an SMPC-based framework 

designed to address both privacy inference 

attacks and model poisoning threats in 

federated learning systems. Despite these 

advantages, SMPC-based methods 

typically involve complex cryptographic 

computations and frequent communication 

among participants, leading to increased 

computational overhead and latency, 

particularly in large-scale systems

. 

Table 1. Comparison of HE-based PPFL. 

 
3. Preliminaries 

3.1. Definitions 

For n ∈ N,wedenote the set {1,··· ,n} by [n]. 

For any real number x ∈ R, we define ⌊x⌋ as 

the greatest integer less than or equal to x, 

and ⌊x⌉ := ⌊x + 12⌋ as the integer closest to 

x. Matrices are represented by bold, 

uppercase letters: A. We use “:=” for 

deterministic assignments. 
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Definition 1. For a distribution {χn}n∈N 

based on integers, if it satisfies Pr[|x| ≥ B] = 

negl(λ), 

where negl(λ) is a negligible function, then 

we call the distribution B-bounded. 

Theorem 1. For a range of random 

variables xi(i ∈ N), if it obeys a B−bounded 

distribution, then the random variable x = 1 

N ∑i=1 xi also obeys the B−bounded 

distribution.= 1 

Definition 2. The statistical distance 

between two distributions A and B over a 

finite field Ω is 

∆(X,Y) stat2 ∑t∈Ω | A(t)−B(t) |. A 

negligible ∆(A,B) implies A state≈ B. 

Definition 3 (Learning with Errors, LWE). 

We consider the case of a secret vector s 

belonging 

to the discrete cube Zn q. The LWE 

distribution Zn q × Zq over As,χ is 

established through the 

following definition: uniformly sample a ∈ 

Zn×m qa· s+e)mod q. 

and e ← χ,and then output the pair (a,b ) 

Definition 4 (search.LWEn,q,χ,m). For the 

secret vector s ∈ Zn q and given m 

independent samples (ai, bi) ∈ Zn q × Zq to 

recover s, these are selected from the 

distributions As,χ. Definition 5 

(Decision.LWEn,q,χ,m). Given m 

independent samples (ai,bi) ∈ Zn q × Zq, 

these 

samples are selected from the following 

two distributions: (1) from As,χ; (2) drawn 

uniformly 

from Zn q × Zq. The advantage of being 

able to distinguish between these two types 

of selection 

is negligible. 

Definition 6 (Some-are-errorless LWE). 

Let q ≥ 1, n > 0, and χ′ be a distribution of 

errors over 

R. Define Tq = {0, 1q ,··· , q−1 q }, where 

q ∈ Z. The distribution A′ s,χ over Tnq × Tq 

is defined by uniformly selecting a ∈ Tnq 

and e ← χ′, and outputting (a,b = a · s + e). 

The some-are-errorless LWE problem 

concerns the distinction between two 

scenarios: 

➢ All samples are uniformly selected from Tnq 

× Tq.  

➢ A random secret vector s ∈ Tnq is 

uniformly chosen, with the first l samples 

drawn from A′ s,0 and the remaining 

samples drawn from A′ s,χ. In other words, 

the first l samples are of the form (a,b = a·s), 

which are errorless, while the remaining 

samples (ai,bi = ai · s + ei) for each i > l 

introduce a small error ei 

Theorem 2. For any n,l,q ≥ 1(l ≪ n), and 

an error distribution χ′, there exists a 

problem ranging from LWEn−1,q,χ to 

LWEn,q,χ, a variant some-are-errorless 

problem. LWE polynomials reduce the 

success advantage of the problem by up to 

p − n, where p traverses all q prime factors. 

LWE polynomials, which reduces the 

success advantage of the problem by at 

most ∑p p−n, where p iterates over all the 

prime factors of q. The proof can be found 

in reference [40] 

Definition 7 (Key Homomorphism). Key 

homomorphism in cryptography refers to a 

property 

of cryptographic algorithms where 

transformations on keys can be correlated 

directly with trans 

formations on cipher texts [41]. This means 

that operations performed on keys can have 

equivalent operations on cipher texts that 

preserve the structure of the data being 

encrypted 

For example, if there is a cryptographic 

system that supports key homomorphism, 

and two keys k1 and k2, performing an 

operation on these keys (like addition or 

multiplication) to produce a new key k3 

will correlate with a similar operation on 

cipher texts encrypted with k1 and k2 to 

produce a new cipher text that would 

decrypt correctly under k3. 
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In a system that enables multi-key 

homomorphism, multiple encryption keys 

k1, k2,…, can be used simultaneously. 

When operations such as aggregation or 

combination (e.g., addition or 

multiplication) are performed across data 

encrypted under these different keys, they 

produce a corresponding new key knew. 

The key idea is that performing the same 

operations directly on the cipher texts 

results in a new encrypted output which, 

when decrypted using knew, yields a result 

consistent with the operations applied at the 

key level. This mechanism allows secure 

and efficient computation over encrypted 

data from multiple sources, offering 

enhanced flexibility for distributed 

cryptographic applications. 

3.2. GSW13 

To elucidate the distinctions between our 

proposed mMFHE scheme and prior works, 

we provide a detailed exposition of the 

GSW13. The GSW13, a scheme predicated 

on the LWE problem, is distinguished by its 

minimal cipher text expansion during 

homomorphic operations. We employ the 

following formal representation for clarity: 

Remark 1. Let us consider the positive 

integers m,m′,n, and q (with m > n⌈logq⌉) 

and a matrix T ∈ Zn×m . It can be 

demonstrated that there exists a matrix G, 

belonging to the set of n × m matrices over 

the field of integers modulo q, and an 

inverse function G−1, such that G−1(T) is a 

binary matrix. Furthermore, it can be 

demonstrated that the matrix G−1(T) is 

equal to T. The multiplication of a matrix 

by G results in a bitwise combination of its 

elements. In contrast, the inverse of G, 

denoted G−1, facilitates the bitwise 

decomposition of these elements. The 

operational specifics of the GSW13 are 

outlined as follows: 

GSW.Setup (1λ,1d): Initiate the setup by 

defining the lattice dimension n = n(λ,d), 

where λ is the security parameter, and d is 

an integer specifying the maximum circuit 

depth permissible. Select a noise 

distribution χ = χ(λ,d), bounded by Bχ, and 

determine a modulus q as q = 

Bχ2ω(dλlogλ). This configuration is chosen 

to satisfy the Learning With Errors problem 

LWEn−1,q,χ. Set m = nlogq+ω(logλ) as the 

parameter defining the matrix dimensions. 

GSW.KeyGen: Generate a uniform 

random matrix B ∈ Z(n−1)× m q and a vector 

s in Zn−1 q . Compute the vector b as b = 

sB+e, where e is an error vector sampled 

from a discrete distribution over Zq. The 

public key is then given by A =key is sk = t 

= (−s,1) ∈ Zn q. 

GSW.Encrypt: For a plaintext bit message 

µ, construct a uniform random matrix R 

∈{0,1}m×m, and output the ciphertext C = 

AR +µG. 

GSW.Decrypt: Define the vector w as 

consisting of zeros, except for the end 

position set to 

⌈q/2⌉. For a given cipher text C, compute v 

= tCG−1(wT) ≈ µ⌈q/2⌉. The decryption 

yields 0 if v is closer to 0 than to ⌈q/2⌉, and 

1 otherwise

. 

GSW.Evaluation: Define homomorphic operations as follows: 

 
For a more comprehensive analysis and construction details of G and G−1, readers are eferred 

to additional literature [15]. 

4. FL Scheme Based on mMFHE 
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This section presents our MKFHE scheme, 

which is based on the key homomorphism 

of GSW13 under the CRS model, as well as 

the multi-bit FHE scheme, which is inspired 

by GSW13 presented by Li et al. [42], and 

proves that our scheme also satisfies the key 

linear homomorphism 

4.1. mMFHE 

Assuming a CRS model and given the 

security parameters λ, we set t to the 

quantity of secret keys and the total number 

of bits in the message. The i-th participant 

is designated Pi, i ∈ [N], and N is the 

number of participants. It is stipulated that 

each participant has t messages µj ∈ {0,1}, 

j ∈ [t]. We now give the formal details. 

Setting parameters: params ← 

Setup(1λ,1L): 

Setup(·) takes as input the safety parameter 

λ and the maximum depth L of the circuit. 

The mode is q = q(λ), the dimension of the 

lattice n = n(λ), m = m(λ,L) = O(n log q), 

and the distribution of the errors χ = χ(λ,d) 

such that (m,n,q,χ) – LWE With the 

assumption that the security of at least 2λ is 

achieved against a known attack, a 

uniformly randomized matrix B ← Zn×m 

q(as the common string) is chosen. 

Furthermore, let l = ⌊logq⌋ +1, M = (n+t)·l 

and output params = (n,q,χ,m), B. 

Key generation: (pk,sk) ← 

KeyGen(params): For the j-th message µj 

of the i-th par ticipant Pi, select the sample 

aT j = (aj,1,··· ,aj,n) ∈ Z1× n q (Ij | −aT j )T 

∈ Z(n+t)× 1 q and output skj := sj = . The 

important thing to note here is that vj = 

PowerOf2(sj). (n+t)×t q Most importantly, 

the private key matrix ski := Si = [sk1,··· 

,skt] = [s1,··· ,st] ∈ Z ; choose ej ← χm×1,j 

∈ [t], then calculate bj = B·aj +e(p mod q), 

and output pki := Ai = [b1 | ··· | bt | B] ∈ 

Zm× (n+t) q , where pk has size 

O(nm·log2q). Finally, weobserve that A·si 

= ei and A·S = [e1,··· ,et]. 

Encryption: C ← Enc(params,pk,M): To 

encrypt a t-bit message, where each bit 

ujbelongs to the set 0,1 and j ∈ [t], we 

commence by sampling a uniform matrix 

Rfrom the set R ← {0,1}m×M. 

Subsequently, the individual bits of the 

message areembedded into a diagonal 

matrix U, expressed as U = diag(u1,··· ,ut). 

This matrix Userves as the basis for 

constructing the plaintext matrix. The 

precise method forforming the plaintext 

matrix will be elaborated as follows: 

 
In this formulation, the matrices U∈Z q t×t  and E∈{0,1}n×n are defined as diagonal 

matrices, where 

 

These matrices serve as the two partitioning components of the plaintext matrix M. After 

receiving the public keys from all participants, each participant computes a combined public 

key given by: 

 

The ciphertext is then constructed as: 
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Here, the matrix GGG is defined using the inverse bit decomposition operation: 

 

where In+t  denotes the identity matrix of dimension (n+t). The vector 

 

Evaluation Phase  
Upon receiving ciphertexts from all 

participating entities, each participant 

performs deterministic homomorphic 

evaluation based on a predefined circuit 

CIR. The objective is to compute a final 

ciphertext C, which encodes the result of 

operations such as addition and 

multiplication carried out directly on 

encrypted data

. 

 

Mult (C1,C2):Outputting the matrix product,as C2=M2·G+AT·R2,one obtains 

 

Additionally, this configuration facilitates 

the computation of homomorphic NAND 

gates. The operation is executed by 

generating the output from the expression 

G−C1G
−1(C2). 

4.3. Threat Model In contemporary 

encryption protocols, it is commonly 

postulated that participants align with the 

“honest but curious” model. In accordance 

with this assumption, partici pants 

faithfully execute the prescribed protocol 

while simultaneously seeking any feasible 

means to derive confidential data contained 

within the output generated throughout the 

protocol’s execution. In our research, we 

employ MKFHE to safeguard data privacy 

within a federated learning framework. 

Specifically, we posit that both the server 

and all remote participants operate under 

the honest-but-curious assumption. This 

implies that while they conscientiously 

adhere to the protocol’s specifications, they 

concurrently endeavor to derive personal 

information about other participants from 

the shared data during the course of the 

protocol’s execution. Additionally, we 

entertain the possibility of collusion among 

the participants and the server. To 

elucidate, we consider a specific adversarial 

scenario with k = N −1 participants, where 

N denotes the total number of participants 

and k the number of conspirators, 

collaborating with the server to 

compromise the confidentiality of a 

targeted participant. This scenario 

highlights the potential vulnerabilities and 

the requisite safeguards necessary in the 

design of secure federated learning 

systems. 
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4.4. Our PPFL Scheme Building upon the 

mMFHE scheme proposed in the preceding 

section of this doc ument, we introduce a 

privacy-centric FL scheme. This scheme is 

predicated on the assumption that all 

participants actively engage and contribute 

to the model training process in each 

iteration. With reference to the FedAvg 

algorithm, the general process of our PPFL 

scheme is illustrated in Figure 1. In our 

proposed PPFL scheme, based on the 

mMFHE scheme and in referencing the 

FedAvg algorithm, the process is outlined 

as shown in Figure 1. During each model 

aggregation round, clients train the received 

global model using their local data. Clients 

independently decide the number of 

training rounds and parameters based on 

their resources and data volume. After 

training, clients encrypt their model 

parameters using aggregated public key PK 

and send the encrypted results back to the 

central server. 

 
Figure 1. Model of mMFHE-based PPFL scheme. 

The central server collects all encrypted 

model parameters from the clients and per 

forms a ciphertext aggregation to obtain the 

aggregated result ciphertext ˆ C. Then, 

clients use their private key matrices ski and 

the ˆ C from the server to compute 

decryption shares di and send these shares 

back to the central server. The server 

aggregates all decryption shares to obtain 

the plaintext form of the model aggregation 

result and updates the global model using 

the average aggregation method. This 

process is repeated until the model meets 

the predetermined performance standards 

or completes the specified number of 

training rounds. The aforementioned flow 

of encryption and decryption is illustrated 

in Figures 2 and 3, and a detailed 

description of each step is provided below

. 
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Figure 2. Encryption process 

 
Figure 3. Decryption process. 

Initialization: The central server performs 

the initialization of the global model; 

executes the Setup (·) function; sets the 

ciphertext mode q, the lattice dimensions n, 

m, the error distribution χ, and the length of 

the message t according to λ and L; selects 

the uniform random matrix B ← Zn×m q ; 

and returns public parameters params = 

(n,q,χ,m), public matrix B, and t. Each 

remote client Pi (i ∈ [N]) selects the sample 

aT j = (aj,1,··· ,aj,n) ∈ Z1×n in order to 

generate the private key matrix: 

 
where skj := sj = (Ij | −aT j )T ∈ Z(n+t)× 1 q (9) is the j-th bit of the message corresponding to 

the key, j ∈ [t]. Subsequently, select ej ← χ m×1 and compute bj = B·aj +ep mod q to generate 

and return the public key matrix to the centralized server: 

 
The central server receives the public key matrix from all participating clients, calculates 
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and returns the aggregated public key PK 

to all participants (clients). 

Step 1: Local Training: At the beginning 

of each aggregation round, each participant 

Pi receives the global model weights w 

global from the central server. They then 

utilize their own locally held data to train 

the model, and after enough epochs, the 

participant Pi generates a locally held 

model with the weights wi. 

Step 2: Model Weight Encryption: Let 

the t-bit message ui ∈ {0,1} be the encoded 

plaintext input of wi and generate the 

corresponding plaintext matrix Mi (see 

Section 4.1 above); participant Pi samples a 

homogeneous matrix Ri ← {0,1}m×M and 

encrypts Mi with the aggregation public 

key PK = A to obtain the ciphertext 

 
and sends Ci to the central server.  

Step 3: Homomorphic Evaluation: The central server performs homomorphic evaluation on 

the cipher texts after receiving the cipher texts with model weights sent by each parti ci pant. 

For ease of understanding, here in this paper, there is an example of homomorphic addition, 

which yields 

 

The server then sends ˆ C to all participants. And if we want to perform homomorphic 

multiplication, in the case of two participants, 

 

Step 4: Calculation of decryption share: In MKFHE, the decryption of the ciphertext 

necessitates the input of all participating members; in order to decrypt ˆ C, it is necessary for 

each participant Pi to calculate its decryption share di using its private key matrix Si: 

 

where σi = σ′ 1,...,σ′ j ,...,σ′ t ∈ Z(n+t)× t q  is the matrix of random vectors, and σ′ j is the 

error vector chosen from χ. 

5. Security Analysis 

This section presents a discussion of the 

manner in which the presented scheme 

ensures the confidentiality of the model 

weights within the FL system. This, in 

turn, ensures the privacy of the data hosted 

on the distributed devices by each FL 

participant. In order to characterize the 

security of our scheme for each potential 

adversary in the CRS model, we will 

employ the following theorem. 

Theorem5 (Semantic Safety). mMFHE is 

IND-CPA-safe if the parameters params = 

(n,q,χ,m,t) are chosen to align with the 

difficulty presumption of the LWEn,m,q,χ 

problem, and m = O(n logq). 
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6. Performance Analysis and 

Experimentation 

6.1. Performance Analysis 

This section presents an analysis of the 

performance of the proposed mMFHE 

protocol and makes some comparisons with 

existing related schemes. mMFHE is 

implemented based on the GSW13 scheme. 

Since homomorphic NAND is realized 

through a combination of homomorphic 

addition and homomorphic multiplication, 

we can evaluate its efficiency by analyzing 

the complexity of NAND. In comparison to 

other FHE schemes, the mMFHE scheme 

exhibits a time complexity of ˜O(N(nd)ω) 

for evaluating NAND gates, where n 

represents the lattice dimension, d denotes 

the depth of the NAND circuit being 

evaluated, and ω < 2.3727 is a fixed 

constant [44]. In parallel research, detailed 

in reference [45], another LWE-based FHE 

scheme, referred to as Bv11, serves as the 

foundation for constructing SMC protocols 

via threshold decryption. The Bv11 scheme 

achieves a complexity of ˜O(n3d) for 

evaluating NAND gates. This positions it as 

marginally less efficient than mMFHE, 

particularly when the lattice dimension n is 

large. More importantly, the cipher texts in 

mMFHE are in matrix form. This implies a 

lower expansion rate for ciphertext size, 

reduced time consumption, and the ability 

to avoid evaluation key operations in 

homomorphic evaluation, which are often 

the most time- and space-consuming 

aspects of FHE and related applications. In 

recent years, several FHE 

schemesbasedonGSW13 have emerged, 

such as in[15,40]. These schemes follow 

“matrix cascading” approach to 

construction in cipher texts, resulting in 

large ciphertext sizes and computational 

assumptions. Moreover, the 

aforementioned schemes are single-bit; if a 

participant’s input is t bits, the two schemes 

need to be executed t times. In contrast, the 

scheme proposed in this paper only requires 

a single execution, making it more time-

efficient than existing schemes. The details 

are shown in Table 2, where “CTE Ratio” 

represents the ciphertext expansion ratio, n 

is the lattice dimension, N is the number of 

users, EK indicates whether the key needs 

to be evaluated, and “NAND TCP” is the 

time complexity consumed by each NAND 

gate 

Table2.Comparison of computational performance of related FHE schemes. 

 
6.2 Experimentation and Evaluation  

In this study, the performance of the proposed mMFHE and mMFHE-based Privacy-

Preserving Federated Learning (PPFL) schemes was systematically tested and evaluated. 

Furthermore, a set of comparative experiments was conducted to validate and benchmark the 

effectiveness of the proposed approach against existing methods. 

Simulation Environment and Experimental Setup 

The implementation and evaluation were carried out under the following configuration: 

• Hardware Configuration: 

A system equipped with a 13th Gen Intel® Core™ i9-13900HX processor (2.20 GHz) 

and 32 GB RAM was used.  

• Operating System: 

Ubuntu Server 18.04 LTS was deployed on the server side, while Ubuntu 18.04 LTS 

was used for user-side operations.  
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• Datasets Used: 

The model was trained and evaluated using three widely recognized benchmark 

datasets:  

o FEMNIST  

o EMNIST  

o Fashion-MNIST  

• Model Architecture: 

A neural network model with a fully connected structure (CNN-based configuration) 

was employed.  

o Input Layer: 784 neurons  

o Hidden Layers: Five-layer architecture with ReLU activation function  

o Output Layer: Softmax activation function for classification  

• Training Configuration:  

o Optimizer: Adam optimizer  

o Learning Rate: 0.01  

o Local Training: 20 epochs per communication round  

• Security Parameter: 

The cryptographic parameter was set as: 

 
Table3. Datasets. 

 
Comparative Evaluation of Proposed 

Scheme  

To validate the effectiveness of the 

proposed approach, a comprehensive 

comparison was conducted between 

mMFHE-based federated learning and 

three alternative frameworks, namely MK-

CKKS-based FL, TEE-based FL, and 

traditional federated learning. The 

evaluation focused on key performance 

indicators, including computational cost, 

memory overhead, communication cost, 

and model accuracy. Traditional federated 

learning does not incorporate additional 

privacy-preserving mechanisms for model 

updates, making it vulnerable to potential 

data leakage. In contrast, MK-CKKS-based 

federated learning ensures confidentiality 

by encrypting model updates using the 

multi-key CKKS scheme; however, it 

introduces certain privacy risks due to the 

reliance on noise flooding techniques 

during decryption. 

In terms of computational cost, the 

proposed mMFHE scheme was compared 

with MK-CKKS across fundamental 

operations such as homomorphic addition, 

homomorphic multiplication, encryption, 

and decryption. Although both schemes 

exhibit comparable performance in 

encryption and decryption phases, mMFHE 

demonstrates overall computational 

advantages. Specifically, the execution 

time for homomorphic addition in mMFHE 

increases linearly with the number of 

operations and consistently outperforms 

MK-CKKS. For homomorphic 

multiplication, MK-CKKS initially shows 

slightly better efficiency; however, as the 

number of multiplications increases, its 

performance degrades due to the need for 

complex operations such as noise rescaling. 

Consequently, mMFHE achieves superior 
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efficiency in large-scale multiplication 

tasks. 

Regarding memory consumption, TEE-

based federated learning transfers the entire 

privacy-preserving process to secure 

memory environments, whereas both 

mMFHE and MK-CKKS operate using 

multi-key homomorphic encryption within 

standard memory architectures. 

Experimental observations indicate that 

mMFHE maintains a balanced memory 

usage while ensuring strong privacy 

guarantees, making it a more practical and 

scalable solution compared to alternative 

approaches. 

Overall, the results highlight that the 

proposed mMFHE-based federated 

learning framework achieves an effective 

balance between computational efficiency, 

memory utilization, and privacy 

preservation, thereby demonstrating its 

superiority over existing methods in 

distributed secure learning environments. 

The memory overhead of the three 

approaches was carefully analyzed and 

compared. Due to its relatively lower 

ciphertext expansion rate, the memory 

consumption of the mMFHE scheme lies 

between the other two methods. 

Specifically, mMFHE requires more 

memory than the secure memory utilized in 

TEE-based federated learning, but 

significantly less than the conventional 

memory usage observed in MK-CKKS-

based federated learning. 

Although TEE-based FL demonstrates 

lower memory overhead, it suffers from 

critical security limitations, particularly in 

scenarios involving collusion between 

users and servers. Furthermore, TEE 

environments rely on costly page-swapping 

mechanisms within secure memory, which 

can negatively impact system efficiency. 

Considering these factors, the slightly 

higher memory overhead of mMFHE is 

justified, as it provides stronger security 

guarantees without incurring excessive 

resource consumption, thereby representing 

a practical and balanced trade-off between 

efficiency and privacy. 

 
Figure 4. Encryption and decryption. 
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Figure 5. Addition. 

Communication Overhead and 

Accuracy Analysis  

The communication overhead of the 

proposed mMFHE-based PPFL scheme 

was further analyzed by measuring the total 

data exchanged during a single training 

round. In this framework, the primary data 

transmitted from users to the server consists 

of encrypted model updates. The 

communication cost was evaluated for 

varying model sizes ranging from 

10410^4104 to 10610^6106 parameters. As 

reported in Table 4, both ciphertext size and 

communication requirements increase with 

the number of model parameters. Notably, 

when the model size reached 7,027,860 

parameters, the total communication 

overhead was approximately 32.2 MB, 

which remains within a practical and 

acceptable range for real-world distributed 

learning systems. 

In terms of model performance, accuracy 

was assessed as the proportion of correct 

predictions made by the global model on 

the test dataset. The accuracy of the 

mMFHE-based PPFL scheme was 

compared with traditional federated 

learning and MK-CKKS-based FL. The 

results indicate that when the number of 

local training epochs is increased to L=40L 

= 40L=40, the proposed scheme achieves 

an accuracy of 97.1%, which is very close 

to that of traditional federated learning 

(97.9%) and notably higher than that of the 

MK-CKKS-based approach. This 

improvement is primarily attributed to the 

fact that MK-CKKS relies on approximate 

arithmetic, leading to cumulative errors 

during encryption and computation. In 

contrast, the mMFHE scheme ensures more 

precise decryption, thereby maintaining 

higher model accuracy while preserving 

data privacy. 

Overall, the findings demonstrate that the 

proposed approach effectively balances 

communication efficiency and predictive 

performance, making it a reliable solution 

for privacy-preserving federated learning 

systems. 
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Figure 6. Multiplication. 

 
Figure 7. Memory consumption. 

Table 4. Communication overhead 
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Figure 8. Model accuracy 

7. Discussion  

This section highlights key challenges 

associated with mMFHE-based federated 

learning and outlines potential future 

research directions. 

One major concern is the performance 

overhead associated with encrypted data 

transmission. Although homomorphic 

encryption (HE) enables computations 

directly on encrypted data without requiring 

decryption—thus ensuring strong privacy 

protection—it introduces significant 

computational complexity. Compared to 

non-encrypted federated learning, HE-

based systems incur additional latency due 

to encryption and decryption processes. 

Furthermore, advanced encryption 

techniques demand higher computational 

resources and memory, as also observed in 

the experimental evaluation of mMFHE. 

These factors can negatively impact system 

performance, particularly in resource-

constrained environments or real-time 

applications, making mMFHE less suitable 

for latency-sensitive scenarios when 

compared to TEE-based approaches. 

To mitigate these limitations, reducing 

computational complexity is an important 

research direction. Future work may 

explore hybrid cryptographic frameworks 

that combine homomorphic encryption 

with other techniques such as symmetric 

encryption or secure multi-party 

computation (SMPC). In such approaches, 

HE can be applied selectively to sensitive 

computations, while more efficient 

encryption methods handle less critical 

operations. Additionally, adaptive or 

selective encryption strategies can be 

developed to optimize encryption strength 

and granularity based on data sensitivity 

and computational requirements. 

Another challenge lies in key management 

within multi-key fully homomorphic 

encryption systems. Managing multiple 

keys during multi-party decryption 

increases the risk of errors and system 

inefficiencies. To address this, future 

enhancements may incorporate a Trusted 

Execution Environment (TEE) as a Key 

Management Center (KMC), responsible 

for secure key generation, distribution, and 

lifecycle management. Appropriate key 

distribution protocols would also be 

necessary to ensure secure communication 

between the KMC and participating users. 

Scalability is also a critical issue, 

particularly as the number of participating 

clients increases. The system may 

experience increased computational and 
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communication burdens with large-scale 

participation. To overcome this, a dynamic 

participant management mechanism can be 

introduced, allowing efficient handling of 

user entry and exit during the training 

process. This mechanism should integrate 

secure registration, authentication, and key 

distribution for new participants, as well as 

proper revocation procedures when 

participants leave the system. 

Finally, interoperability remains an 

important consideration in multi-

organization federated learning 

environments. Ensuring seamless 

communication and secure data exchange 

across heterogeneous platforms requires a 

flexible and scalable system architecture. 

Future work should focus on designing 

modular frameworks that support plug-and-

play integration of diverse computing 

nodes, storage systems, and third-party 

services while maintaining strict privacy 

guarantees. 

8. Conclusions and Future Work  

This study presents a privacy-preserving 

federated learning framework based on 

multi-key fully homomorphic encryption. 

Specifically, an enhanced MKFHE scheme, 

referred to as mMFHE, is developed using 

principles derived from the GSW13 scheme 

and secured under the Common Reference 

String (CRS) model. To address privacy 

leakage issues inherent in single-key FHE 

schemes within multi-user environments, 

the proposed approach incorporates key 

homomorphism, enabling the use of 

aggregated public keys and collaborative 

decryption. 

Additionally, the mMFHE scheme supports 

packing multiple plaintext messages into a 

single ciphertext, improving computational 

efficiency while maintaining a low 

ciphertext expansion rate. Security analysis 

confirms that the proposed framework is 

robust against collusion attacks involving 

up to k=N−1k = N - 1k=N−1 participants 

and the central server. Experimental results 

further demonstrate its effectiveness in 

terms of computational performance, 

memory efficiency, and model accuracy. 

Despite these advantages, certain 

challenges remain. One key limitation is the 

issue of participant unavailability during 

training. In multi-key environments, if a 

user becomes offline, their contribution to 

partial decryption is missing, potentially 

causing failure in the final decryption stage. 

This issue is particularly critical in large-

scale and dynamic environments such as 

the Internet of Things (IoT). 

Future research will focus on addressing 

these limitations by developing robust 

mechanisms to handle participant dropout, 

improving system scalability, and 

enhancing real-time applicability. These 

improvements will further strengthen the 

practicality of mMFHE-based federated 

learning in real-world distributed and 

privacy-sensitive applications. 
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