
  

  
Abstract—In the paper, information table for network traffic 

data is discretized by supervised learning using WEKA and 
from this discretized data, three different algorithms for 
calculation of rules are applied, genetic algorithm, covering 
algorithm and LEM2 algorithm. Rough set classification 
through three different table rule set are done and accuracies 
are observed. It has been concluded that out of these three 
methods of rule calculation, classification through table rule set 
using covering algorithm yields best accuracy. In fourth table of 
classification, rules have been calculated through reduct 
generation but in that case, rough set classification produces 
same total accuracy of classification through covering 
algorithm.  RSES software is used for rule set calculation, 
reduct generation and rough set classification. 
 

Index Terms—Classification, network traffic, reducts, rough 
set theory, rule generation.  
 

I. INTRODUCTION 
Online classification of network traffic data is very 

important to develop intrusion detection system (IDS) that 
automatically monitors the flow of network packets. Existing 
works on intrusion detection have been carried out to classify 
the network traffic as anomaly or normal. A majority of 
current IDS follow signature based approach [1] in which 
similar to virus scanners, events are detected that match 
specific predefined patterns known as “signatures”. The 
limitation of these signature based IDS is their failure to 
identify novel attacks and even minor variation of patterns 
are not detected accurately. In addition, sometimes IDS 
generate false alarm for alerting network administrator due to 
failure of handling imprecise data which has high possibility 
to appear in network traffic data. Therefore, accuracy, 
computation time and system learning are the key issues to be 
addressed properly for classifying such data.  

Classification is an important task in data mining research 
that facilitates analysis of huge amount of data. Rough Set 
Theory (RST) [2] is based on mathematical concept can 
handle vagueness in classification of data.  However, prior to 
applying RST, the data is discretized and selection of 
discretization procedure has great impact on classification 
accuracy.  In the paper, network traffic data [3] of KDD has 
been considered for generating training and testing patterns. 
In order to apply RST, discretization is done through 
supervised learning using WEKA. After discretization, rules 
 

Manuscript received February 20, 2012; revised April 29, 2012. 
N. Sengupta is with University College of Bahrain, P O Box 55040, 

Manama, Bahrain (e-mail: ngupta@ucb.edu.bh).  
J. Sil is with Bengal Engineering and Science University Shibpur, P O 

Botanic Garden, Howrah, West Bengal, Pin 711103 (e-mail: 
js@cs.becs.ac.in). 
 

are generated in four different ways. In first three cases, rules 
are generated using genetic algorithm [4], covering algorithm 
[5] and LEM2 algorithm [6] respectively. Using 
indiscernibility relation of RST, a minimum subset of 
attributes of the dataset is selected, called reducts by applying 
exhaustive algorithm [7]. Then in the fourth case,  rules are 
generated from reducts.  Classifiers are built using rule set 
classifier [8].  Finally, classification accuracy has been 
expressed in form of confusion matrix [9], which provides 
information about actual and predicted classification 
achieved by a classification system. Classification accuracy 
is compared based on the four sets of rules. It has been 
observed that for direct rule generation, out of those three 
algorithms, covering algorithm produces best ‘total 
accuracy’ and rule from reduct also yields the same ‘total 
accuracy’ as achieved from covering algorithm.  

Section II describes about rough set theory, section III 
mentions about algorithms for rule generation, section IV 
depicts experimental results and section V concludes the 
paper.  

 

II. ROUGH SET THEORY  

A. Information System 
Information system [10] is nothing but Data table. Here we 

consider U as an nonempty set of objects, a data table is a 
tuple  (U,A,Va)a€A , where A is a set of attributes a:U Va 
and Va is a set of values for the attribute a. The set of 
attributes can be divided into two subsets, conditional set of 
attributes, C and decision set of attributes, D. C and D both 

are subsets of A, C A⊂ and D=A-C, Conditional set of 
attributes represent all the features or attributes of objects and 
decision set of attributes represent the classification of 
objects. 

B. Reducts and Rule Generation 
In order to reduce redundant and insignificant attributes, 

concept of reducts is emerged in RST, a subset of conditional 
attributes representing the whole data table. Finding reduct is 
NP hard problem and many researchers [11] are working on 
fixing up algorithm for finding reduct. Decision rules [12] are 
generated from reducts and used for classification of objects. 

 

III.  ALGORITHMS FOR RULE GENERATION 
Three different algorithms, genetic algorithm, covering 

algorithm and LEM2 algorithm are applied for three different 
cases of rule generation. 
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IV. EXPERIMENTAL RESULTS 
In the paper, subset of KDD network traffic data has been 

considered where the actual dataset contains 11850 objects 
and each object has 42 attributes. Our information system 
consists of 2133 objects for training and 1185 objects for 
testing the classifier. Three different algorithm methods for 
rule generation are applied. Then rough set classifier is 
applied from those three different rule sets. In the fourth case, 
reducts are generated by using exhaustive algorithm and then 
rules are generated from the reducts.  Result for comparison 
of accuracy is shown in Table I. 

TABLE I :COMPARISON OF CLASSIFICATION ACCURACY 

 

Accuracy 

Rules using 
Genetic 

Algorithm 

Rules using 
Covering 
Algorithm 

Rules using 
LEM2 

Algorithm 

Rules 
throug

h 
Reduct

Anomaly 0.981 0.999 0.993 0.992 

Normal 0.915 0.939 0.911 0.983 
Total 
Accuracy 0.968 0.991 0.977 0.991 

 
Continuous attributes in whole data set are discretized 

using supervised learning algorithm using WEKA software. 
Whole data set (‘supervised_Discretized’) is split into two 
tables, containing 1185 and 10665 objects respectively. Then 
again the second table is split into two tables, having 2133 
and 8532 objects respectively. Table with 2133 no. of objects 
have been considered as training table. From this training set, 
four sets of rules are generated and from those rule sets rough 
set classifier has been used to classify the traffic.  

In the first case, genetic algorithm is used to get the set of 
rules and then classification result has been found out in form 
of confusion matrix which is mentioned in Table II. 

TABLE II :CONFUSION MATRIX USING GENETIC ALGORITHM FOR RULE 
GENERATION 

 
Predicted 

 anomaly normal Obja Accb Covc 

Actual 

anomaly 933 18 951 .981 1 

normal 20 214 234 .915 1 
True 

positive 
rate 

0.98 0.92    

a. Obj refers No. of Objects, b. Acc refers Accuracy, c. Cov refers Coversge 

In the second case, covering algorithm is used to get the set 
of rules and then classification result has been found out in 
form of confusion matrix which is mentioned in table III. 

TABLE III :CONFUSION MATRIX USING COVERING ALGORITHM FOR RULE 
GENERATION 

 

Predicted 

 anomaly normal Obja Accb 
C
ov

c 

Actual 

anomaly 697 1 951 .999 .7
34

normal 6 93 234 .939 .4
23

True 
positive 

rate 
0.99 0.99    

a. Obj refers No. of Objects, b. Acc refers Accuracy, c. Cov refers Coversge 

In the third case, LEM2 algorithm is used to get the set of 
rules and then classification result has been found out in form 
of confusion matrix which is mentioned in Table IV. 

TABLE I V:CONFUSION MATRIX USING LEM2 ALGORITHM FOR RULE 
GENERATION 

 
Predicted 

 anomaly normal Obja Accb Covc 

Act
ual 

anomaly 825 6 951 .993 .874

normal 17 173 234 .911 .812
True 

positive 
rate 

0.98 0.97    

a. Obj refers No. of Objects, b. Acc refers Accuracy, c. Cov refers Coversge 

In the fourth case, first reducts are generated by using 
exhaustive algorithm and rules are generated from those 
reducts. Classification result has been found out in form of 
confusion matrix which is mentioned in Table V. 

TABLE V :CONFUSION MATRIX USING RULES GENERATED FROM REDUCTS 

 
Predicted 

 anomaly normal Obja Accb Covc 

Actual 

anomaly 748 6 951 .992 .793

normal 2 117 234 .983 .509
True 

positive 
rate 

1 0.95    

a. Obj refers No. of Objects, b. Acc refers Accuracy, c. Cov refers Coversge 

 
Fig. 1. Flowchart of actions of classification using different rule generation 

methods 
Fig. 1 represents the action flow graph of the above case. 

Length of rule in all above four cases have been produced in 
Table VI.  

TABLE VI :COMPARISON OF RULE LENGTH 

 

Accuracy 
Rules using 

Genetic 
Algorithm 

Rules using 
Covering 
Algorithm 

Rules using 
LEM2 

Algorithm

Rules 
through 
Reduct 

Minmal 1 1 24 11 
Maxim
al 9 1 41 11 

Mean 3 1 36 11 

 
Fig.  2.  Rule length for rule set generated using genetic algorithm 
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Fig. 2, 3, 4 and 5 are provided to show rule lengths of rule 
sets of four different cases.  

 

V. CONCLUSION 
Rough set theory based classification of network traffic 

data handles minimal set of attributes and vagueness that 
reduces complexity of the IDS. Comparison of the 
classification result in the four cases is demonstrated and the 
second case, i.e., classification through rule generation using 
covering algorithm yields the best average accuracy and it is 
also observed that second case and fourth case, where rules 
are generated through redact, produces same average 
accuracy result.   

 
Fig. 3. Rule length for rule set generated using covering algorithm 

 

 

Fig. 4. Rule length for rule set generated using LEM2 algorithm 

 

 
Fig. 5. Rule length of rule set generated from reduct 
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