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Abstract—Data mining is an important technique used in
many fields with the purpose of acquiring valuable information
from big data. This study aims to reveal the relations between
the attributes of independent criminal records. The NIBRS
database, which includes criminal records in USA that are
recorded in 2013, is used in this study. The association rules
created by the Apriori algorithm have been used to extract the
relationships between features of criminal records. The
experimental results show that the association rules created by
the Apriori algorithm are useful for criminal analysis. This
study reveals the relationships between the attributes of
different criminal records and allows the authorities to establish
relationships between new and old incidents.

Index Terms—Crime analysis, assocition rules, apriori,
offender profiling.

I. INTRODUCTION

While crime is a concept with various definitions,
generally accepted definition of crime consists of actions
which are outside of society’s moral values, condemned by
the society and requiring legal punishment by a government
[1]. Concept of crime is considered to be inside the study
fields of different sciences such as sociology, psychology and
criminology. Furthermore, advantages of technology and
analyzing the components of crime with the support of
computer sciences have become important in solving the
crime and detecting the offenders [2], [3]. Because criminal
cases have become more complicated than they were before,
using new and up-to-date approaches in the analysis of cases
and detailed detection of similarities between crime records
constitute an important problem for criminology. Utilizing
big data approach and data mining techniques, big data stacks
that include previously recorded crimes can be analyzed in
order to reveal the associations and relations between the
attributes of records. These approaches can provide
important benefits in creating offender profiles, solving
criminal cases and taking necessary precautions before the
criminal cases [4]. Fig. 1 shows the numbers of convicts sent
to correctional facilities in Turkey during the years
2011-2015. The graphic in the figure can be interpreted to
say that crime rate increases every year.

Crime analysis has many important effects in actions such
as offender detection, attribute extraction from the cases,
directing legal investigations, revealing crime trends and
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making the decisions of authorities easier. In the event of a
case; comparing it to previous cases, creating a offender
profile, predicting the hidden aspects of the case can be
critically important while solving the case [5]-[7].

180000

170000

160000 —

150000

140000

130000

Number of people

120000

110000

100000

2011 2012 2013 2014 2015
Year

Fig. 1. Numbers of convicts sent to correctional facilities in Turkey.

Although a criminal case is usually instantaneous and
unpredictable, if crimes of the same kind are committed by
offender(s) of the same profile in a similar way and inside
certain geographical zones, there is a possible prevention.
Crime analysis can be used to put forward many relations and
deductions about crime records containing offender’s
characteristics, victim’s characteristics, case’s characteristics,
crime weapons, and crime’s type of conduct, geographical
distribution and cause-effect relations. There are different
studies on crime analysis and creating offender profiles.
Crime analysis researches based on data mining techniques
occasionally use clustering, classification, association rules,
sequential pattern mining methods and in addition entity
extraction, decision trees, support vector machines, naive
bayes, artificial neural networks and social media analysis
methods are also used [8], [9]. Some studies about crime
analysis and creating offender profiles are as below.

The software developed by Strano uses crime database in
order to create offender profile in independent crime cases by
utilizing artificial neural networks and data mining
techniques. The importance of Strano’s study is that it iS not
only based on the detection of similarities to past cases like
traditional methods but also taking into account the database
and criminal evidences to create a biographic, motivational
and psychological profile for the unknown offender [10].

Chau et al. have developed a new approach by unifying
crime data based on police reports and dictionary search
based, rule based, statistics based and machine learning based
methods. By applying the inputs derived from this approach
on the artificial neural network based entity extraction model,
they tried to detect the usable objects mentioned in the reports.
By applying 36 drug crime related reports randomly chosen
from Phoenix police department’s reports on this model, they
have correctly predicted the relation between offenders and
their drugs with 76% and 85.4% precision and 73.4% and
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77.9% recall, respectively [11].

Lin and Brown’s study aims to detect serial offenders by
applying association rules technique on the dataset about
theft crime. Their study uses Apriori algorithm and it is seen
that association rules create fine results on crime data. By
their study, it is detected that true prediction rate increases in
proportion to the increase in the amount of data in the dataset
[12].

In this study, by using crime dataset which includes several
different types of crime that are based on real data, the
relations between attributes of criminal cases are exposed by
association rules. Apriori algorithm is used for creating
association rules. The purpose of this study is to predict the
unknown characteristics of a specific case such as offender
profile, crime weapon, victim profile and geographical zone
by taking into consideration the known characteristics of past
criminal cases. When the literature is reviewed, most crime
profiling studies are carried out for only one crime and
criminal profiles. With this study, a large number of different
crime events were examined together and it was shown that
the strong links between the features can be revealed with the
help of technology.

Il. CREATING OFFENDER PROFILE USING APRIORI
ALGORITHM

A. Dataset and Its Specification

TABLE I: ATTRIBUTES USED IN THE STUDY AND EXAMPLE CASES

Attributes Case-1 Case -2

State CO KS

Population Group Cities 2,500-9,999 Cities 25,000-49,999

Incident Date 15 22

Hour

Ucr Offense Burglary/Breaking and ~ Simple Assault
Entering

Offender(S) Not applicable Not applicable

Suspected Of

Using

Location Type Residence/home Residence/home

Weapon / Force  Undetermined Personal Weapons
(hands, feet, teeth,

etc.)

Type Property Stolen/Etc. NA LT 3 records

Loss

Property Computer NA LT 3 records

Description hardware/software

Sex Of Victim Female Male

Race Of Victim  White Black or African
American

Ethnicity Of Unknown/Missing/DN  Not Hispanic or

Victim R Latino

Relationship Vic  Not applicable Victim was

To Of Boyfriend/Girlfriend

Age Of Offender 25 35

Sex Of Offender  Female Female

Race Of Offender White Black or African

American

In this study, NIBRS (National Incident-Based Reporting

System — 2013) dataset is used, which includes real crime
cases in the USA in 2013 recorded by the FBI [13]. The
dataset includes 4.998.574 crime cases that belong to 48
different types of crime, which have occurred independently.
In the creation of the dataset, missing attributes of cases are
shown by negative values and the missing data is disregarded
in the scope of this study. Attributes that belong to more than
one victim and more than one offender are given in the
dataset.

By performing frequency analysis, it is detected that more
than 90% of the cases have single victim and single offender.
Thus, only the attributes of the first victim and the first
offender are used. For the detection of frequent itemsets and
the creation of association rules, 16 most significant
attributes of a crime case are used. Table I shows the
attributes used and their exemplary values.

B. Association Rule Mining and Apriori Algorithm

Association rule mining is an unsupervised data mining
technique which is used for the detection of frequent itemsets
from the attributes of items in the dataset and revealing the
relations between these items. It can be used to predict the
unknown attributes of possible future cases by analyzing past
cases [14], [15]. The most known field of association rule
mining usage is market basket analysis which is a technique
frequently used by large corporations to detect the items
commonly purchased together and to discover customers’
shopping behaviours. As a result, marketing and promotion
strategies for the products can be developed [16].

Apriori algorithm is used for determining frequent
itemsets according to minimum support value and setting
relationship rules of these items that provide the confidence
value. Support value is obtained by dividing the amount of
records in which A and B attribute values occur together in a
dataset to the total number of records. Support value,
showing all transactions in dataset T, is calculated as shown
in Equation (1). To create a frequent itemset, the itemset must
have a support value that is equal to or greater than the
minimum support value. Apriori algorithm works bottom-up,
therefore the first pass of the algorithm scans the whole
dataset to define the frequent itemsets. In each following pass,
n-frequent itemset providing minimum support value is
created out of n-1 sets that are created in the previous pass.
Confidence value is the ratio of the amount of records in
which A and B occur together in the dataset to the amount of
records in which A occurs. Confidence value is calculated as
shown in Equation (2). An association rule is stated as A =>
B and the association rules which have minimum support and
minimum confidence values are accepted as strong rules [17].

Support(A) _lteTAct] ETl;TA[gtl @)

Confidence(A => B) = Suppor(Av B) (2)
Support(A)

C. Method and Materials

The proposed study consists of five steps mainly as
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follows: data pre-processing, data encoding, creating
transactions in the dataset, creating frequent itemsets which
provide minimum support value and creating association
rules which provide minimum confidence value out of the
created itemsets. Fig. 2 demonstrates the flow chart of the
developed application.
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Fig. 2. Flow chart of the application.

The steps in the proposed study are explained in detail
below:

e In the data pre-processing step, the attributes in the
dataset are examined by frequency analysis method,
the insignificant attributes are reduced and the
nominal values are converted into numerical values
for program optimization.

To provide legible output in the developed application,
the values of the attributes in the dataset have been
coded.

In the first phase of the Apriori algorithm, all
transactions included in the dataset are created.

Items that provide the minimum support value in the
dataset have been identified.

Frequent itemsets have been created from items that
provide the minimum support value.

101

e Using these frequent itemsets, association rules are

created that provide the minimum confidence value.

In this study, SPSS is used in the analysis of the dataset and

Python programming language is used for applying the

Apriori algorithm. Main reason for preferring this

programming language is its flexibility and speed when
performing big data and calculation operations.

I1l. RESULTS

In the developed application, minimum support value is set
as 0.05 and minimum confidence value is set as 0.6.
Association rule mining is performed on nearly 5 million
crime cases and as a result, 300 frequent itemsets and 368
strong relations are defined. In addition to the most general
association rules created in this study for all crime types,
more privatized association rules are possible to be created
according to crime type, offender profile, victim profile,
geographical location and other attributes.

TABLE Il: EXAMPLES OF STRONG ASSOCIATION RULES CREATED

Pre-Rule Post-Rule Confidence
Sex of Victim: Female , Race of Race of Victim: 0.674
Offender: White , Ethnicity of ~ White , Location
Victim: Not Hispanic or Latino Type:

Residence/home
Race of Victim: White , Sex of Offender: Male 0.727
Location Type:
Residence/home , Race of
Offender: White
Weapon / Force: Personal Race of Victim: 0.780
Weapons (hands, feet, teeth, White , Ucr Offense:
etc.) , Race of Offender: White Simple Assault
Sex of Victim: Female , Race of Race of Offender: 0.833
Victim: White , Location Type: White
Residence/home , Sex of
Offender: Male
Race of Victim: White , Sex of Race of Offender: 0.852
Offender: Female White
Race of Offender: White , Race of Victim: White 0.917
Weapon / Force: Personal
Weapons (hands, feet, teeth,
etc.)
Sex of Victim: Female , Race of Victim: White 0.954

Ethnicity of Victim: Not
Hispanic or Latino , Location
Type: Residence/home , Race
of Offender: White

Table Il shows some of the strong rules which are created
by performing association rule mining via Apriori algorithm
on 48 different types of crime. These strong association rules
are described below:

1. If sex of victim is female and ethnicity of victim is
neither Hispanic nor Latino and race of offender is
White, then race of victim is White too and crime
scene is home.

2. If races of both the victim and the offender is White

and crime scene is home, then sex of victim is male.
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If weapon/force is a personal weapon (hands, feet,
teeth, etc.) and race of offender is White, then race
of victim is White and type of offense is simple
assault.

If sex of victim is female and race of victim is White
and crime scene is home and sex of offender is male,
then race of offender is White too.

If race of victim is White and sex of offender is
female, then race of offender is White too.

If race of offender is White and weapon/force is a
personal weapon (hands, feet, teeth, etc.), then race
of victim is White too.

If sex of victim is female and she is neither Hispanic
nor Latino and crime scene is home and race of
offender is White, then race of victim is White too.

IV. CONCLUSIONS AND RECOMMENDATIONS

The rapid increase in crime cases has led to the
development of new crime analysis techniques. One of the
common crime analysis techniques used by law enforcement
agencies today is the use of data mining techniques to create
an offender profile, a victim profile and unknown
characteristics of a newly occurring criminal case, which is
committed by similar offender(s) in similar past criminal
cases. In this study, strong association rules about crime
cases are created by using association rule mining, which is
one of data mining techniques. The NIBRS crime database,
which consists of 48 different crime types and contains

almost 5 million different crime incidents, is used in the study.

Strong association rules about the attributes of records in
NIBRS have been created via the developed program. This
study is important in terms of using real crime data and
covering a large number of criminal cases. Another highlight
of the work is presenting a way for judicial authorities and
law enforcement officers to figure out the undiscovered
characteristics of similar criminal cases in the light of
criminal investigations they have resolved in the past. This
study differs from the others in the field for the reasons such
as including many types of crime, examining multiple
number of criminal records, using real criminal records and
creating profiles in relation with the offender, victim and all
the attributes of a case. As a result of the study, it is
contemplated that the creation of crime databases has utmost
importance for both scientific and forensic reasons.
Therefore, creating such databases and enabling them to be
accessed by researchers in countries will be beneficial for the
enlightenment of criminal investigations and the solution of
cases with unknown perpetrators.
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