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SIDP: A Secure Inter-Domain Distributed PMIPv6
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Abstract—Proxy Mobile IPv6 (PMIPv6) offers centralized
network-based mobility support for mobile nodes (MN). This
centralized nature of mobility leads to the performance issues
such as single-point failure, non-optimal routing, low scalability,
authentication latency, and signaling overhead. Additionally,
PMIPv6 does not support inter-domain handover due to which
the on-going sessions cannot be maintained between two
PMIPv6 domains. The existing solutions for inter-domain
mobility management are considered to be unsuccessful to cope
with this problem. In this paper, a novel approach called Secure
Inter-domain Distributed PMIPv6 (SIDP) is proposed to
overcome the aforementioned issues. The SIDP separates
traditional mobility anchors into Control Mobility Anchor
(CMA) and Data Mobility Anchor (DMA). CMA holds the
functionalities of Mobile Access Gateway (MAG) and control
plane whereas DMA buffers and forwards the data plane
packets. We present basic design, DMA decision process, strong
authentication, dynamic mobility management, optimized
routing, and inter-domain handover of our proposed scheme.
The authentication procedure is based on symmetric
cryptographic and collision free one-way hash function to make
the distributed mobility management secure. The security
analysis demonstrates that the proposed scheme possesses user
anonymity, fraud avoidance, mutual authentication, forward
secrecy, backward secrecy, and one-time session key agreement.

Index  Terms—Authentication,  centralized  mobility
management, distributed mobility management, inter-domain
handover, Proxy Mobile IPv6.

. INTRODUCTION

Substantial advancement in hardware and wireless
technologies has made the proliferation of mobile devices
affordable to massive user community over the past few years
[1]. Besides this, the mobile data traffic has histrionically
increased due to a vast number of users enjoying an
assortment of applications in mobile devices such as video
streaming, instant messaging, online gaming, social networks,
and web surfing. The research communities are putting their
efforts to make the future networks capable of withstanding
the users’ demands and technologies evolution [2].

Currently mobile networks are sprouting from the third
generation (3G) to fourth generation (4G) to efficiently
address the user demands regarding mobile broadband traffic.
IP mobility management is considered as an important
feature in the designs of future networks. Recently, the Third
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Generation Partnership Project (3GPP) and WiMAX have
widely adopted Proxy MIPv6 PMIPv6) which has been
standardized by Internet Engineering Task Force (IETF).
PMIPVv6 experiences network-based approach to manage the
IP mobility for Mobile Nodes (MN) without their immersion.
Network-based mobility management comes up with certain
advantages as compared to host-based mobility management
(e.g. Mobile IPv6, Fast MIPv6, and Hierarchical MIPv6).
These are; minimizing tunnel overhead and reducing
handover latency, mobility management support without the
participation of MN, and evading the complications of
protocol stack in the MN. Though, the inter-domain mobility
is still a challenge in PMIPv6 which means the session cannot
be continued during the MN movement from one PMIPv6
domain to another [3].

Inter-domain mobility has been focused in several
approaches such as integration between MIPv6 and PMIPv6
(H-PMIP) [4], and Inter-Domain Mobility Extension for
Proxy-Mobile IP (I-PMIP) [5]. However, severe issues like
signaling overhead, handover latency, sub-optimal routing,
lack of dynamic mobility management, and authentication
latency make these inefficient. Particularly, the centralized
nature of mobility management in PMIPv6 leads to single
point failure and the above mentioned limitations. In [3] a
distributed approach has been adopted to support
inter-domain in PMIPv6, but the inclusion of Inter-domain
Central Mobility Database (ICMD) incurs handover latency
and signaling overhead due to extra binding operations with
ICMD before the tunnel establishment between previous
Local Mobility Anchor (LMA) and the current LMA. Further,
relying on central entity makes it an easy to be attacked by an
intruder. They have also considered the fully distributed
approach in which the ICMD has been removed, but it has
been declared complex and having higher signaling cost by
the authors of this approach.

The limitations due to centralized nature of mobility
management motivate Distributed Mobility Management
(DMM) which is currently a quite hot topic in both research
and standard communities. DMM is evolving the existing
mobility system to flatter architecture, which deploys the
mobility anchors closer to the users. Judgmentally, we can
say DMM is making MN capable of something which is not
possible through existing centralized schemes. Moreover, it
is expected to be easily deploy the DMM by removing all the
complexities in centralized mobility management [6].

In this paper, we propose a novel approach called Secure
Inter-domain Distributed PMIPv6 (SIDP). The control and
data plane are separated in our proposed scheme in order to
attain the purposes of distributed mobility management
effectively. Dynamic mobility and optimal route are
maintained during handover process of MN from one
PMIPv6 domain to another. Additionally, for the secure
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handover procedure we introduce an efficient authentication
mechanism in our proposed scheme, based on symmetric
cryptographic and collision free one-way hash function. The
main contributions of this paper are designing of secure
inter-domain approach which have; lower handover latency
between PMIPv6 domains, optimized routing, enhance
scalability, avoidance of single point failure, minimize
signaling overhead, prevention of packet loss, and an
efficient authentication.

The rest of this paper is structured as follows; Section 11
covers a summary of previous and current research on
inter-domain mobility management and concept of DMM. In
Section 1ll, the proposed scheme is described, followed by
security analysis in Section V. Finally, conclusion and future
work are presented in Section V.

The basics of designing any internetwork are to understand
the existing mobility solutions, the motivation behind their
design, and their performance regarding the existing
architecture of internet. In this section we consider the
existing mobility solutions for inter-domain mobility in
current internet architecture, followed by distributed mobility

RELATED WORK

management approach in both research and standard
communities.
The mobility protocols of both host-based and

network-based can be categorized into intra-domain or
inter-domain protocols (e.g. micro mobility or macro
mobility) based on the scope [7]. Operationally these
protocols views networks and mobile devices in a different
way depending on the fundamental principles of mobility
management. Among the major mobility protocols (such as
MIPv6, FMIPv6, and HMIPv6), the PMIPV6 is considered an
efficient solution for future networks. But, the support of
inter-domain mobility is still an issue in PMIPv6 for the
session continuity between domains. Several approaches
have been proposed having a common idea of using global
mobility anchor to handle the MN movement to visited
PMIPv6 domain. A hybrid solution of MIPv6 and PMIPV6 is
proposed in [4], which has used PIMIPv6 as an intra-domain
mobility management and MIPv6 as a global mobility
management. The increase in complexity of the hosts makes
this approach inefficient due to the support of protocol stacks

for both host-based and network-based mobility management.

Additionally, the co-location of MIPv6 and PMIPv6 at
HA/LMA is also considered. However, the natural variations
between both protocols result several problems [4].

An extension for the support of inter-domain mobility in
PMIPv6 (I1-PMIP) is proposed in [5], which has reused the
local mobility anchor as a global mobility anchor during MN
movement to visited domain. Two types of mobility anchors
such as Session Mobility Anchor (SMA) and Serving Local
Mobility Anchor (S-LMA) are used to manage the traffic.
The critical issue with this approach is the per user basis
providence of mobility service. Hence, the sessions which do
not require mobility support also get the mobility service.
Additionally, MN has to use the SMA as an anchor when it
initiates new session at a new domain, this may result issues
such as sub-optimal routing and tunnel overhead.
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In [8] the proposed solution has used both home address
(HoA) and Care-of-Address (CoA) not only for MN, but also
for particular session. Each entity that belongs to PMIPv6
upholds two types of Binding Cache Entry (BCE) such as
Inner-Domain BCE and Inter- Domain BCE for every MN
which has registered. During MN handover from one
PMIPv6 domain to another, the serving LMA has to
communicate with the previous LMA and home LMA to
obtain the HoA of CN and can update the current location of
MN respectively. In case of CN, when it changes the PMIPv6
domain, the same process is performed. Although efforts are
putted to route the traffic in optimal way, but it becomes too
complex when the communication has to perform at the same
time with many CNs. Further, this solution is only feasible
where the MN and CN belong to PMIPv6 domains.

The centralized approaches which consider both
intra-domain and inter-domain mobility lead to several issues
such as single-point failure, non-optimal routing, low
scalability, authentication latency, and signaling messages
overhead of the mobility protocols [9]. In order to overcome
these issues, recently IETF has introduced a new solution that
is Distributed Mobility Management and opened a working
group in this regard. The aims and objectives of this group is
to distribute the mobile internet traffic in optimized manner
and not to be depend on centralized approaches [6], [10].
Although, the DMM concept is in early phase of
standardization, still we present some proposed approaches
which are known to our knowledge. In [11], [12], the
proposed solutions have focused on distributing the traffic
volumes of data plane. The MNs inside same domain can
communicate directly by defining new messages for binding
query and response. But in the case of outside the domain,
there is still a single LMA having control and data plane to
communicate MN and Correspondent Node (CN). A
Net-based DMM is presented in [13] which have a central
mobility database acting as a control plane anchor to process
all the signaling messages without considering the concept of
domain. In [14] the DMM with MIP and Proxy MIPV6 is
proposed, which placed the location management (LM) with
HAA or separately. This can results extra signaling latency
during frequent handover if mobility routing (MR) and LM
are located at much distance. The distributed mobility
approach based on PMIPv6 presented in [15] has used MAG
to communicate with Control plane Local Mobility Anchor
(CLMA) and Data plane Local Mobility Anchor (DLMA).
Because of this, extra latency and signaling overhead can be
resulted if the MAG, CLMA, and DLMA are located far
away during the frequent handover. Additionally, the
centralized AAA server authenticates the MN, which results
the increase in latency.

The distributed approaches up till now only focused on
mobility management, none of these have considered the
authentication mechanism in distributed manner. Hence,
considering distributed mobility management, there is also a
need to focus on the authentication mechanism.

The proposed scheme called Secure Inter-domain
Distributed PMIPv6 (SIDP) manages mobility using the

PROPOSED SCHEME
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concept of PMIPv6. Architecture of SIDP is presented in Fig.
1 which improves PMIPv6 by making the mobility
distributed. Both the control and data planes of centralized
mobility anchor are separated into Control Mobility Anchor
(CMA) and Data Mobility Anchor (DMA). The CMA
incorporates the functionalities of Mobile Access Gateway
(MAG) and control plane. The control plane includes
signaling messages of binding registration, maintaining
Binding Cache Entry (BCE), allocation of home network
prefix (HNP) and DMA to MN. The DMA has the
responsibility to buffer and forward the Data Plane packets.
There can be multiple CMA and DMA in a single network to
accommodate mobile nodes in large number. Furthermore,
efforts are also made to distribute the three logical functions
of LMA as described in [14]. This distribution of logical
functions, control and data planes enables SIDP to achieve
the main purposes of distributed mobility management. A
strong authentication procedure is incorporated in proposed
scheme which is based on symmetric cryptographic and
collision free one-way hash function to secure DMM as
justified in security analysis in Section IV.

1Pv6 Netwark

Fig. 1. Architecture of SIDP.

A. Basic Design

The process of accessing CMA by MN and delivering the
packets to CN is presented in basic design of SIDP as shown
in Fig. 2. In the proposed scheme, the MN is attached to

CMA just like the attachment of MN to MAG in PMIPV6.

The major difference is that CMA selects DMA for each MN.

The whole process is presented in details below.

1) The MN first attaches to CMA by sending router
solicitation  (RtSol) and login (M;) message.
Authentication of MN and M is explained in subsection
C. After the successful authentication, the CMA would
obtain the profile of MN having MN’s ID and other
information.

2) As the functionalities of MAG and control plane are
incorporated in same CMA, the PBU and PBA messages
are managed locally. The CMA allocates Home Network
Prefix (HNP), assigns DMA based on decision procedure
of DMA as explained in subsection B, and generates the
binding cache entry (BCE) for MN.

3) The CMA sends the HoA-to-PCoA mapping message to
DMA for registration. A new flag ‘D’ is added to the
message format which must be zero to indicate that it is
the registration message for HoA-to-PCoA mapping [14].
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4) A bi-directional tunnel is established between CMA and
DMA, and then route is setup over the tunnel for home
network prefix of MN.

The router advertisement (Rtr Adv) message is sent to
MN by CMA which includes HNP through which the MN
configures its home address (HoA).

The steps 6-8 in Fig. 2 show the flow and format of data
plane packets for our proposed scheme which is quite
similar to PMIPv6. The main difference is the
replacement of LMA address field with DMA address
field. The plain arrow represents signaling whereas the
dotted arrow represents data plane packets.

Notice that, in order to process the encapsulated packets
from CMA, the DMA directly deprives the outer header and
then forward it.

5)

6)

MN

1. Attachment +
Login message
- 2. HNP and
DMA
Allocation,
setup BCE
3. Register HoA-
to-PCoA
4. Tunnel
setup and
5, Rir Adv routing
6. IP Traffic
e — — ]
7. 1P Traffic
e — —
8. IP Traffic
e — — —
6.3

I CN I "Mml Data I

7

ENEREEENE
Fig. 2. Basic design for deployment of SIDP.

B. DMA Decision Process

The CMA takes the decision of selecting DMA upon the
attachment of MN, which refers to the decision process of
DMA in our proposed scheme. The decision is made on
number of hops between CMA and DMA, and the load of
DMA. The light load DMA nearby to CMA would be
selected for MN. It is assumed that CMA knows the distance
between itself and each DMA. Let Hcuaoma denotes the
number of hops between CMA and DMA. The minimum
number of hops represents the closest DMA to CMA.

In order to compute the load of DMA, we suppose that
BDwn is the bandwidth utilization for each MN, and BDpya
represents DMA total bandwidth. The MAXyy is the value
for DMA representing maximum numbers of MN which
should not be surpassed. Thus, the MAXyn must be less than
BDpwma/BDyn. The DMA is checked for number of assigned
MNs’, if it is less than MAXyy, the L denotes load is assigned
value 1 else 0. The decision of DMA is expressed as
DMApe; = L x min (Hcma-oma)

The CMA selects the DMA for MN which has L equal to 1
and minimum number of hops between itself and DMA.
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C. Authentication

The authentication procedure for SIDP comprises of five
phases; registration, login, authentication, session key update,
and password change. In Table I, the descriptions of different
notations used in the authentication process are presented.
The high-entropy random numbers based master secret keys
of 256 bits in length such as Xcuma and Xpwa are assumed to be
held by each CMA and DMA. Before the start up process of
authentication, long term common secret keys of 126 bits in
length are shared among entities using Diffie-Hellman key
agreement protocol [16]. Our proposed scheme uses collision
free one-way hash function which produces output having
160 bits. The further explanation of authentication procedure
is demonstrated in following phases.

TABLE I: NOTATIONS

Symbol Description Symbel Description

D ey Identity of CMA Rane Random mumbers selected by
MN

D o Identity of MN K Temporary key

PITD g Password of MN sk Session key

F Fingerprint Xpus Xesze |Common secret keys for DMA

K CMA, and MN
TS Timestamp generated by |ryn; Random rumber of m-bit
MN

o) XOR operator PCertyy  |Provisional certificate

| A concatenation operater  |HYY) A collision free one-way hash
function

Registration Phase: The MN chooses password PWDyy
of 8 bytes in length, random number Ryy, and fingerprint F.
A password PWDyy may comprise of characters or digits.
The MN calculates h(PWDyy © Run® F) and submits its
IDyy having 128 bits in length to CMA through secure
channel. After receiving IDyy from MN, the CMA performs
the following operations.

1) The SID = (IDcya @ IDwn) Xema and Kyy = h(IDuy ||
Xema || rwn) are calculated, where ryy in Kyy represents
secret value of length I, which is randomly selected for
each MN by CMA. For the encryption, we use RC5 as a
symmetric algorithm having plain text of length L bits.

Thus, the length of cipher text must be: [L} %128
128
Here, 128 is the bit length of ID¢ya.
2) A smart card which comprises of {SIDyn, Kun, h (1)} is
issued by CMA to MN through secure channel.
3) The MN computes the followings after receiving smart
card;

Viun = Kun € h (IDuy || h (PWDwy @ Rwn @ F)
Hun = h (h (Kwn))

The Ky is replaced with {Vyn, Hun} by MN, and enters
its own Ry and F to the smart card. Finally, the smart card
comprises of {Vun, Huny SIDwns b (D), Runs F}-

Notice that the scanning component is assumed to be
built-in inside MN in order to obtain digital fingerprint value.
If the MN does not have fingerprint scanning component,
then the hash value h (PWDuy © Run) will replace
h (PWDwuy © Run® F) in our proposed mechanism.
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Login Phase: The smart card is inserted into the device by
MN and enters its IDyy, password PWDyy, and fingerprint F.
Then, the smart card performs following operations.

1) Computation of Kyy=Vun @ h(IDyn||h(PWDun © Run

@D F) and H*yy =h(h( Kyn))

2) The condition is checked whether H*yy is equal to Hy. If
it becomes equal, the MN is declared legal and proceeds
to the next step. In the case if H*yy is not equal to Hyy,
the login request is rejected.

3) Computation of E = (h(IDwn) || 1Dcma || No) TKun Where
TKwy is temporary key and calculated as h(TSyn® Kwn).
The IDcya denotes the identity of CMA to which MN
wants to login. The n, represents secrete random number
of 256 bits in length which is selected by MN to create
session key between MN and CMA. TSyy means time
stamp, assumed to be 64 bits in length and it is used by
MN to resists against replay attacks.

4) The login message includes M;= {SIDw, E, TSun} Which
is sent to CMA.

Authentication Phase: The following operations are
performed by CMA to authenticate the MN.

1) After getting login message M; from MN, CMA checks
time stamp TSyy. If it is found expired and invalid, then
the login request is rejected. Otherwise, CMA obtains
IDyy through Xcua by decrypting SIDyy and checks its
format. In the case of valid format, CMA computes
Kun = h(IDun || Xcma || rwn) and generates
TK = h(TSyn @ Kwun) using IDyy. Subsequently, the
message E is decypted by CMA and obtains {h(ID*\y),
ID*cpa, No)} through TKyw. The h(IDyy) is computed by
CMA, and checks whether it is equal to h(ID*yy). If it is
equal, it ensures that the MN and its TSyy is legal and
CMA generates session key sk = h(h(Kun) || no). If not,
the MN is declared illegal, and the authentication is
terminated.

2) The message M, is sent to MN by CMA which comprises
of {PCertyn || h(n,))s after ensuring the validity of MN in
step 1. The PCertyy represents provisional certificate
having 256 bits of length containing life time and other
information.

3) The MN upon receiving M. and router advertisment
computes session key sk, obtains PCertyy and ny by
decrypting M,. The h(ng) is compared with h(nx,) to
check the legality of CMA. If it is found legal, it means
the MN is communicating with its own CMA.

Notice that the authentication procedure between
CMA-CMA and CMA-DMA will be same comprises of their
own IDs’, time stamps, and the session keys.

Session Key Update Phase: In order to improve
efficiency and ensure strong secuirty, periodic updation of
session is performed by the following operations.

The MN is assumed to be in i session and it sends a
message {PCertyn, (n; || PCertMN || Additional
information)sq to CMA. The message is encrypted with i
session key ski = h(h(Kwn || ni-1), wherei=1,2,3, ...... , N.
CMA decrypts the message, if MN is found valid, then n; is
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saved as a new session key for upcoming messages.
Password Change Phase: The password PWDyy can be

changed with the new password PWDynew by performing the

following steps.

1) Firstly, the steps 1) and 2) in login phase must be

performed.

If the legality of MN s insured, then MN enters

{PWDwnnew, Rmnnews F} @and request for new password. In

the other case, if MN is not legal, the password change

request is rejected.

The smart card in MN calculates

h(PWDwmnnew@® Runew® F), Viunnew = Kun @ h(IDwn ||

h(PWDMNneW @ RMNneWEB F))

where Kyy =Vun @ h(IDyn || h((PWDun € Run €DF)).

The MN replaces Vyn With Vynnew and finally smart card

comprises {VMNner HMN: SIDMNv h ()v RMNnew: F}-

2)

3)

D. Dynamic Mobility Management

The MN during movement can be either in its home
network or foreign network. It is assumed that MN changes
its attachment from previous CMA (pCMA) to new CMA
(nCMA) at foreign network, the nCMA first tries to get the
MN’s HoA/HNP configuration status from its home network.
Then, it updates the new routing location of MN (i.e. IP
address of nCMA). When MN is attached to nCMA, the new
HOA/HNP is assigned to MN which is anchored at nCMA.
Both the new and the old HOA/HNPs’ are accessible for the
MN. Among these, the new HoA/HNP is preferred as source
IP by the new initiated session, whereas the previous session
can still uses old HOA/HNP as source IP for seamless session
continuity. The MN has an ability to deal with multiple
HoAs/HNPs [15].

DMA Domain

1. PBQ

3. Tunnel

CMA1 | " CMAZ

1. PBA

N2
MN1 "

Fig. 3. Routing optimization scheme.

E. Optimized Routing

The routing optimization scheme in SIDP is shown in Figs.
3 and 4 to obtain distributing traffic volume. In Fig. 3, we
assumed that the MN1 and MN2 are attached to CMA1 and
CMAZ2 respectively. Using our optimization mechanism the
MNs’ would be able to communicate directly. The new
mobility messages such as Proxy Binding Query (PBQ) and
Proxy Binding Acknowledgement (PBA) defined in [14] are
reused. When CMAL receives packets form MNL1, it will
check its BCE about the HoA-to- PCoA mapping of MN2
whether it is located locally. If it does not have the routing
location information of MNZ2, it will start buffering the
packets to prevent the packet loss. The CMAL inquires the
PCoA of MN2 by sending Proxy Binding Query (PBQ)
message to CMA2. CMAZ2 determines the HoA-to-PCoA
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mapping of MN2 in its BCE, and sends PBA to CMA1
because MN2 is attached to CMA2. After getting the
location information of MN, CMAL establishes tunnel with
CMAZ2 to relays the buffered packets in order to deliver it to
MNZ2.

Further, in Fig. 4 we assumed that MN2 is attached to
CMAZ3, and CMAZ2 is supposed to be an anchor for optimized
routing. The CMAL1 determines the location information of
MN?2 after getting packets from MNL. If it does not have, it
forwards the traffic to CMAZ2 based on the assumption using
regular IPv6 routing mechanism. The CMAZ2 checks its BCE
whether it has the HoA-to- PCoA mapping of MN2 locally.
If not, it starts buffering the packets and inquires about PCoA
of MN2 by sending PBQ message to CMA3. In response, the
PBA is sent to CMA2 by CMAS3 which includes the HoA-to-
PCoA mapping of MN2. The CMA2 forwards the buffered
packets to CMA3 and in parallel sends the redirect message
to CMAL1 about the location information of MN2. The CMA1
upon obtaining the HoA-to- PCoA mapping of MN2,
establishes tunnel with CMA3 to deliver the rest of the traffic
to MN2 through CMA3.

In the case when MNZ2 is attached to CMA1, the CMA1
first checks its BCE for HoA-to- PCoA mapping of MN2. If
it has, it starts forwarding the traffic to MN2 and thus routing
is handled locally.

1. Regular IPvs Routing

Fig. 4. Assumption of CMAZ2 as an anchor for optimized routing.

F. Handover

The inter-domain handover process of our proposed
scheme is shown in Fig. 5, whereas the signaling flow from
Anchor-Domain (A-Domain) to Serving-Domain(S-Domain)
is demonstrated in Fig. 6. The entities with alphabet A and S
in Fig. 6 mean that these belong to A-Domain and S-Domain
respectively, such as A-CMA2, S-CMA1, etc. While
performing handover from one domain to another, the MN
sends deregistration message to A-CMA2 in Step 1.
Subsequently, A-CMA2 manages the PBU and PBA
messages locally because of the inclusion of both MAG and
control panel functionalities in CMA. The deregistration
message is forwarded to A-DMA by A-CMA2 in Step 3.
After getting HoA-to-PCoA mapping de-registration
message, the A-DMA sets D flag to 1 and starts buffering the
packets on temporary basis in step 4 to avoid the packet loss.
Moreover, the A-DMA waits for obtaining MN’s new
HoA-to-PCoA mapping registration message.

We adopt predictive approach to exchange the required
information between CMAs of A and S domains before the
attachment of MN to S-CMAL. In Step 5, the A-CMAZ2 sends
the proxy handover initial (proxy HI) message having MN’s
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profile to S-CMAL. The S-CMAL checks the legality of
A-CMA2 and sends proxy handover acknowledgement
(proxy HAck) to A-CMA2 in step 6. The MN sends
attachment and login request to S-CMA1 after successful
exchange of HI/Hack messages. S-CMAZ2 allocates S-DMAS3,
assigns HNP and setup BCE for MN. The registration
message of HoA-to-PCoA mapping for MN with ‘D’ flag set
to zero is sent to S-DMAS3. Subsequently, S-DMA3 sends
Proxy Binding Update (PBU) message to A-DMAZ2 in order
to update the current location of MN. The A-DMA1 upon
receiving new HoA-to-PCoA mapping information of MN,
sends Proxy Binding Acknowledgment (PBA) message,
establishes the tunnel, and forward packets to S-DMA3. In
parallel of Steps 10 and 11, the tunnel is established between
S-CMAL and S-DMAZ3, over which route is setup for home
network prefix of MN. The S-CMAL then sends route
advertisement (RtrAdv) to MN. After getting PBA from
A-DMA2 and packets through tunnel the S-DMAS3 starts
forwarding the packets to S-CMA1. The S-CMAL1 delivers
the packets to MN, and following new optimized route is to
be used for communication between MN and CN.

CN2—» S-DMA3 —» S-CMA1—» MN
Notice that the flow of registration messages probably
arrive before the flow of de-registration messages.

Fig. 5. Inter-domain handover process for SIDP.

IV. SECURITY ANALYSIS

The security analysis of SIDP is discussed in this section.
A collision free one-way hash function is used through which
h(y) of the value y can be directly calculated. But, it is hard to
obtain y from given value of h(y) and it also acquires a high
computational cost. Hence, getting the value of y is
computationally infeasible for the intruder. Additionally, we
equip our proposed scheme with password, random nonce,
and fingerprint to toughen its security. The following
properties prove the security strength of SIDP.

A. User Anonymity

The SIDP offers user anonymity by using symmetric
cryptographic and hash operations. In the registration phase
the real identity of the MN is submitted to CMA using a
secure channel. The CMA decrypts SIDyn = (IDcwa © 1Dwn)
Xcma and keeps the real identity of MN. Thus, an adversary
cannot obtain the identity of MN.
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B. One-Time Session Key Agreement

In SIDP, only one round trip is required to generate the
session key between MN-CMA, CMA-CMA, and
CMA-DMA. The confidentiality is maintained using a hash
function and random nonce to encrypt the subsequent packets.
In order to make session key capable against replay attacks,
we used different random nonce for each session. Hence,
even if an adversary captures the message, it will be hard to
derive or guess session key.

MN | A-CMA2 | | A-DMA2 | S-CMAL S-DMA3
1. Detachment
B

message
3. Detachment of

MN
_

4. Buffer the
Packets

5.HI

.PBU and
PBA

6. HAck

|
7. Attachment +

Login message 8. HNP and

DMA
llocation, setup
BCE

S
9. Register HoA-to-
PCoA mapping

S-CMA’s Tunnel setup and routing + Rtr Adv to MN are
performed in parallel of steps 10 and 11.

10. PBU

[
11. PBA, Tunnel setup
and forward the packets

12. Forward the
Packets

13. Deliver the
Packets

Fig. 6. Signaling flow for the SIDP handover process.

C. Mutual Authentication

In SIDP, the mutual authentication among entities is
performed such as MN can verify the legality of CMA, and
CMA can guarantee whether MN is valid. In the same way,
two CMAs or between CMA and DMA mutual
authentication could be achieved. Assuming M; is captured
by an adversary and makes an attempt to forge a MN valid
message. The MN must generate a valid message to CMA in
order to make the forgery successful. But, it is hard for the
adversary to calculate valid message because TKyy and the
random nonce ng is unknown to adversary. Hence, CMA
stops the authentication by declaring the adversary illegal.

D. Fraud Avoidance

In SIDP, the fraud is avoided through mutual
authentication, for which first the validity of each entity is
checked, then session key is created for further
communication. If, an adversary performs impersonation
attack to cheat any entity, it cannot be achieved successfully
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because it will be declared illegal during validation. Suppose
an adversary impersonates MN to cheat CMA by sending
fake 1Dy and secret key Kyn. The fraud will be detected by
CMA as soon it encrypts E*. It is because the adversary does
not have information about real identity of MN and CMA
cannot obtain {h(ID*\y), ID*cma, No}. Additionally, the
secret keys are protected through collision free one-way hash
function h(.), which makes it hard for an adversary to
perform impersonation attack and can cheat any entity.

E. Forward Secrecy

The forward secrecy ensures that the passive adversary
may not be able to derive succeeding session keys without
having information about subset of keys. Our proposed
scheme has h(Kyy) for each session and it is remained fixed.
We assume that adversary has information about sk; and sk;.q,
it may be able to obtain nj, by decrypting the message (n;.. ||
PCertyy ||Additional information) sk;.;. Hence, an adversary
may try to compute h(Kwy) from sk; = h(h(Kwn)). But, it is
hard to derive h(Kwy) because the sk; can be obtained through
h(.). The information about n;, still cannot help an adversary
to achieve h(Kyy). Additionally, the ski+1( = h(h(Kmn) || n;))
cannot be computed by an adversary without knowing about
h(Kwn). Thus, our proposed scheme has the ability to insure
forward secrecy in real sense.

F. Backward Secrecy

The backward secrecy guarantees that an inactive
adversary may not be capable to obtain the preceding session
keys without knowing about subset of keys. The h(Kyy) is
fixed for each session in our proposed scheme. We assume
that adversary has knowledge about skj.; and sk;, it can obtain
n; by decrypting message (n; || PCertyy || Additional
information) sk;. But, the derivation of h(Kwn) is quite hard
because sk; can be obtain using h(.). If the information about
{n;, nj+1} is known to adversary, the h(Kwy) still cannot be
obtain. Furthermore, the sk; (=h(h(Kmn) || nj.1)) cannot be
computed if the h(Kyy) is unknown to adversary. Therefore,
our proposed scheme has the ability to provide backward
secrecy in real manner.

V. CONCLUSION AND FUTURE WORK

In this paper we propose a novel secure inter-domain
distributed PMIPv6 (SIDP) to overcome the limitations in
traditional centralized PMIPv6. The limitations are single
point failure, low scalability, signaling overhead,
non-optimal  routing,  authentication latency, and
inter-domain mobility support. The SIDP defines two new
mobility anchors called Control Mobility Anchor and Data
Mobility Anchor by splitting the traditional mobility anchors.
In CMA, the functionalities of mobile access gateway (MAG)
and control plane are combined whereas, in DMA the data
plane packets are buffered and forwarded. There can be
multiple CMA and DMA in order to accommodate large
number of mobile nodes. Further, our proposed scheme is
equipped with strong authentication procedure which can be
easily implemented in mobile devices due to symmetric
cryptographic and collision free one way hash function.
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In future, the proposed scheme will be analyzed in terms of
handover latency, handover blocking probability, packet loss,
and its numerical results will be obtained.
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