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Abstract—Process control systems for Hydrocarbon Process 

Automation Applications (HPAA) are implemented in oil and 
gas fields, plants, refineries, and tank farms in the form of a 
Local Area Network (LAN) to support control functions. These 
systems are composed of sensors, actuators, and logic solvers 
networked together to form a control system platform.   
Reliable networking plays a key role in supporting such a 
system infrastructure.  The existing network designs consist of 
multiple, parallel networks with limited interconnectivity 
supporting different functions.  The concept of consolidating 
HPPA networks on a converged Internet Protocol (IP) and 
utilize Wide Area Network (WAN) for real time operation was 
not explored in detail in the past.  This paper explores this 
concept by simulating a WAN network based on Best Effort 
Quality of Service settings. Simulation and empirical 
experimentation were conducted to assess the feasibility of such 
a conceptual design and it showed positive outcomes.  HPPA 
can benefit from a converged IP WAN by minimizing network 
components and wiring; and provide an integrated control 
system platform at the end user's desktop. 
 

Index Terms—Bandwidth, best effort (BE), converged IP, 
quality of service (QoS), peer-to-peer, traffic mix, WAN.  
 

I. INTRODUCTION 
Process control systems for HPPA in a Wide Area 

Network (WAN) is  motivated by the increase in technology 
advancement in networking, which includes high speed 
Ethernet network, IP QoS design options, and the penetration 
of standard Ethernet interface into HPAA systems. Moreover, 
advancement in control systems logic solver, 
instrumentations, and the concept of distributed intelligence 
in HPAA systems drive the need for WAN network 
connectivity. HPAA applications can be in the form of 
control traffic in a Peer-to-Peer or multi-peer (s) to a master 
controller.  Historically, these applications are based on 
dedicated and standalone networks with limited 
interconnection. Non-control applications such as voice, data, 
and media streaming; are typically supported by a separate 
infrastructure [1], [2].   

The main characteristics of the HPAA LAN network are 
timeliness, availability, and reliability [1], [3].   These 
network attributes are essential to provide the foundation for 
supporting P2P control and safety systems. Timeliness in 
Process Control System (PCS) for an HPAA application can 
range from 10ms to 200sec. Hence the network shall be able 
to support the lower bound of the time delay requirements.  
Network availability is another key measure. The network 

 

has to be close to 99.9999% for safety systems or 99.999% 
for other HPAA applications. Mix in availability 
requirements and the result is a network design that must be 
robust and sustainable at all times. Network reliability is 
essential in guaranteeing packet delivery and data integrity 
[1], [3].  Therefore, dedicated and standalone networks were 
designed and implemented over time to ensure both 
timeliness and a highly available network to support different 
process automation segments within an oil and gas plant.  

Extensive work was completed on the timeliness of a real 
time dedicated network in the past.  In addition, the network 
design robustness to ensure a highly available and reliable 
network was addressed by different network models, 
topologies and protocols. The concept of using a converged 
IP network for process control and non-control applications 
in a hydrocarbon operational Local Area Network 
environment was explored by the author [4].  Converged IP 
network for WAN has not yet been addressed. The 
performance and characteristics of such a network are not 
defined.   

This paper is focused on exploring the BE IP WAN 
network for supporting both HPAA and non-HPAA 
applications. Typically, QoS can be based on BE and Priority 
based QoS settings. BE is where all the applications are 
allocated a bandwidth based on a weighted average of their 
traffic size. An application with large traffic demand will 
acquire more bandwidth than a lower one.  Priority based 
QoS is where each application is assigned a unique priority 
indicator that governs how the application is treated by the 
network. Applications with higher priority will be processed 
faster than lower priority applications. 

This paper is organized as follows: Background in section 
2. Existing knowledge — by identifying researchers and their 
approach — in section 3. Discussion, simulation, results in 
section 4, Conclusion, with possible future work, is outlined 
in section 5.    

 

II.  BACKGROUND 
HPAA provides real-time performance for the 

infrastructure supporting actual hydrocarbon process 
operation.   This includes oil and gas wells, plants, pipelines 
network to ship the products to refineries, and tank farms. 
The overall process includes dealing with hydrocarbon 
products and their derivatives at high pressure, high 
temperature, and potentially dangerous processes and 
unprocessed petrochemicals [5].  

By design, each local infrastructure work area (e.g., 
Process Instrumentation Buildings, shipper pumps yard, 
product distribution systems, etc.) are supported by a 
dedicated process control system segments to ensure a local 
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such as voice, media streaming, and large file transfer, if the 
network loading is maintained at 50% or below.  The 50% 
overhead capacity provides the capacity for traffic surge. In 
addition this overhead capacity may be used during traffic 
rerouting caused by network outages.  

The following are key guidelines to achieve the intended 
objectives: 

1) PCS applications traffic load shall be estimated with at 
least 20% overhead growth factor. 

2) IP telephony and media streaming traffic load shall be 
projected. Since these services are considered support 
services for industrial applications, their growth is not 
dynamic as compared to PCS HPAA application. 

3) Media streaming operation is recommended to be on 
demand service rather than continuous streaming. 

4) Design trunking plan to support both traffic surge and 
traffic reroutes where backbone trunks shall not 
exceed 50% network bandwidth utilization. 

As part of future work, the priority based QoS shall be 
examined. Furthermore, the impacts of utilizing wireless 
backbone vs. wired shall be explored. 
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