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Abstract

The rapid growth of Internet of Things (IoT) devices has opened up great opportunities for
distributed machine learning but also posed serious challenges on security and privacy. This
article conducts a comparative study of software engineering frameworks purpose built for FL
integration across loT networks, more specifically regarding privacy-preserving mechanisms and
edge-based Al acceleration. We collect and analyze 150 IoT federated learning deployments in
sectors such as healthcare, smart cities or autonomous vehicles to assess the actual privacy
preservation of several privacy guarantees (e.g., differential privacy, secure aggregation,
homomorphism encryption). Our approach includes systematic literature study and experimental
realization of, as well as comparative performance analysis of 5 software frameworks. The results
indicate that edge-only federated learning architecture designs enable 23% more beneficial latency
performance over a centralized approach without compromising privacy at the level of the k-
anonymity with k>100. A speedup of up to 67% in communication when using gradient
compression and quantization methods was observed. This study exhibits that the software
engineering/software construction paradigms for multi-faceted privacy guarantees are more
efficient than others in evolving heterogeneous I0Ts and the differential privacy approaches with
the best utility-privacy trade-off. These results inform the development of privacy-preserving
distributed Al systems and offer empirical demonstrations of the feasibility of federated learning

in resource-limited [oT systems.
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1. Introduction

The intersection of Internet of Things (IoT) and artificial intelligence has drastically changed the
domain of distributed computing and machine learning. As trillions of connected devices collect
petabytes of edge data, conventional centralized machine learning paradigms bottleneck due to
privacy, bandwidth constraints, and regulatory requirements. In recent years, federated learning
has become a new paradigm for distributed machine learning, which provides solutions for these
new requirements, where models are trained on the device side and maintain data locality and

privacy.

1.1 Motivation and Problem Statement

The penetration of IoT has reached an explosive level, and it has built a complicated environment
where sensitive data is generated from various domains including health monitoring, smart city
infrastructure, and automated vehicle networks. “You can use machine learning to learn models
on large-scale IoT data, but practically it is hard as the data needs to be aggregated at a central
server, which has privacy and compliance problems like GDPR and HIPAA.” Additionally, the
heterogeneous nature of loT devices and their disparate computational powers and disconnected
patterns pose unprecedented challenges in realizing practical ML solutions. The demand for
software engineering tools which will meet multifarious challenges while being high in

performance and strong privacy facing is more urgent.

1.2 Research Contributions

This work makes a few important contributions to the privacy-preserving federated learning for
IoT. First, we conduct a detailed empirical study with different software engineering frameworks
of federated learning across IoT networks, which covers a wide range of qualitative measures
including privacy preservation, communication efficiency, and computational burden. Second, we

define novel methods that can be used to evaluate the offer by a service about how the privacy of
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the user application is protected in the heterogenous IoT infrastructure, and we validate the
practical use of the methods by extensive experiments. Third, we conduct a comprehensive
comparative study of different privacy-preserving primitives including privacy, secure
aggregation, and homomorphic encryption when implemented on resource-constrained edge

devices.

1.3 Paper Organization

The rest of this paper is organized to offer a systematic review of federated learning for IoT
applications. We provide a comprehensive survey of the existing related works in Section 2
considering federated learning, IoT security, and privacy-preserving machine learning. Sec. III
presents a detailed description of our methodology, including experiment setup, data collection
methodology, and evaluation metrics. In Section 4, we show the detail of our data collection and
analysis results along with abundance of tabular data that shows the performance behavior of
different implementations of the framework. Section 5 presents discussion and comparison with
related work, and Section 6 contains the conclusion and implications for future research and

practical applications in IoT federated learning systems.

2. Literature Survey

The notion of federated learning was originally introduced by McMabhan et al. and there has been
a significant advancement in the field ever since. Their influential work laid down the guiding
tenets of federated learning, showing that it is possible to do machine learning across devices
without centrally managing raw data. The concept has been further extended to address the
characteristics of IoT environments, where devices in general have varying computational
capabilities, varying network connectivity and data distributions. Yang et al. adopted a baseline
taxonomy for (FML) where the methods were classified based on the nature of the data
distribution and learning task. Their research brought to light the unique challenges of non-1ID
(independent and identically distributed) data that IoT involves, when devices gather data from

various geographical locations, user behaviors, and environmental phenomena. The survey by
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Kairouz et al. [rebuttal] contributed to the theoretical understanding of federated learning, and

raised important open questions such as communication, privacy, and adversarial robustness.

Dominant work, the combination of federated learning with edge computing paradigms is
thoroughly discussed in the literature of (Li et al., 2019, 2019), where the authors established
synergies between merging both paradigms for loT deployments. They showed that edge-based
federated learning can achieve a major reduction in communication overhead, as well as shorter
performance times for latency-sensitive applications. Wang et al. contributed to this work by
introducing adaptive federated learning algorithms developed for resource-limited edge
computing systems, taking device heterogeneity and time-varying network conditions into
account. Preserving privacy in federated learning has been a hot research topic, and many works
have been devoted to the design and analysis of privacy-preserving mechanisms. Shokri and
Shmatikov were among the first to study differential privacy for deep learning and established
theoretical foundations for measuring and controlling the privacy leakage in distributed learning
settings. Extending this work, Abadi et al. developed practical incarnations of differentially
private deep learning algorithms that are applicable to real-world machine learning problems and
that offer rigorous privacy guarantees. Some researchers have tackled the general issues of
federated learning for IoT. Pokhrel and Choi performed extensive research on federated learning
for autonomous vehicle networks, discussing the special needs for real-time processing and safety
critical decision making. Their study showed that blockchain-backed federated learning can be
used for data integrity and model authenticity in vehicular networks. Likewise, in the healthcare
domain, studies about IoT applications for healthcare have revealed successful measures in

preserving patients' privacy while still allowing joint study across hospitals.

While many studies in federated learning (FL) emphasize algorithmic innovation or cryptographic
protection, recent research has pointed toward the need for software engineering strategies that
account for model selection, computational trade-offs, and system-level performance tuning. This
is especially true in FL deployments over resource-constrained and heterogeneous 10T systems.

Several of Gunda’s works offer technical insight into these engineering considerations, providing
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empirical support and comparative frameworks that align closely with the performance, privacy,

and robust goals outlined in this study.

Gunda’s comprehensive evaluation of gradient-boosting-based machine learning techniques for
software defect prediction offers valuable insight into the model selection trade-offs applicable to
FL systems. His analysis of XGBoost, LightGBM, CatBoost, and ensemble voting techniques
focuses not just on prediction accuracy but also on the computational efficiency and scalability of
these models across different resource settings. These insights are particularly relevant when
considering FL frameworks that must perform inference and partial training directly on edge
devices. Our findings regarding communication efficiency and latency variability across platforms
echo Gunda’s observations that boosting algorithms offer favorable performance with moderate
computational overhead—making them strong candidates for distributed learning systems

operating in constrained environments.

In the same vein, Gunda’s book chapter on high-performance ML systems offers a strategic
perspective on pipeline optimization, data transformation, and adaptive model tuning in large-scale
machine learning environments. Though this work was originally developed in the context of
HPC-enabled scientific discovery, the chapter's emphasis on feedback loops, resource modeling,
and data-centric ML tuning is highly transferable to FL scenarios. His proposed use of Box-Cox
and Yeo-Johnson transformations, model rebalancing, and adaptive execution pathways provides
a foundational reference for pipeline-level engineering in federated learning especially when FL

is deployed over diverse loT nodes with vastly different CPU, memory, and energy profiles.

Gunda further explores deep learning architectures in FL-relevant settings through his evaluation
of CNN and RNN models for fault prediction. His study compared the models across multiple
performance metrics including accuracy, recall, precision, and training/inference time, yielding
detailed insights into their operational suitability under various system constraints. CNNs, known
for their lower parameter complexity and higher inference speed, were shown to outperform RNNs
in terms of computational efficiency, an important consideration for edge-deployed FL systems
that process environmental sensor data or time series data in real-time. Conversely, the stronger

sequential learning capacity of RNNs aligns with FL applications in autonomous driving or smart
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healthcare, where time-stamped data streams are critical. These findings reinforce our conclusion
that model architecture must be chosen not only for accuracy, but also for hardware compatibility

and energy efficiency both central themes in the optimization of FL frameworks.

In addition to architecture selection, Gunda’s work supports the evaluation of system-wide
performance trade-offs that are critical in FL-based IoT deployments. His ensemble-based
benchmarks serve as a comparative backbone for evaluating model generalization, while his DL
performance metrics offer perspective on temporal model behavior and its energy impact. These
elements are reflected in our evaluation of communication overhead, privacy preservation, and
security response timing (Tables 1-5), where adaptive compression, robustness scoring, and attack

detection are all influenced by the choice of model and execution strategy.

Furthermore, the HPC-oriented deployment frameworks described in Gunda’s book chapter align
closely with the heterogeneous simulation testbed employed in our methodology (Section 3). His
emphasis on containerized environments, scalable benchmarking, and life-cycle model evaluation
anticipates many of the implementation complexities we document when integrating privacy-
preserving primitives such as differential privacy, secure aggregation, and k-anonymity across

variable edge platforms.

Gunda’s contributions collectively suggest that software engineering for federated systems must
operate at multiple levels: from the model level (accuracy, complexity), to the system level
(latency, memory), and finally to the infrastructure level (interoperability, orchestration). This
multi-tiered view 1is consistent with our experimental results, particularly in terms of
communication efficiency and the successful latency reductions of 23% in edge-deployed

scenarios using well-tuned frameworks like Flower and FedML.

3. Methodology

Our research methodology is multi-pronged, consisting of a systematic literature review,
experimental instantiating, and empirical performance evaluation of software engineering

frameworks for federated learning in IoT networks. The approach aims to fill this gap in theory,
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as well as to provide practical evidence of how well privacy-preserving techniques work in
distributed Al systems. Our methodology consists of three main elements: systematic framework
analysis, testbed development and experimental validation in several domains and application
scenarios. The framework analysis phase was intended to review and classify the available
federated learning frameworks available for IoT applications. We searched and examined 15
prominent frameworks (such as TensorFlow Federated, PySyft, FATE, Flower, and FedML) which
cover architectural elements, privacy support, and applicability to edge deployment. Standardized
criteria, such as scalability, privacy guarantees, communication efficiency and support for
heterogeneous devices were used to evaluate each framework. This study has formed a basis for
the selection of representative frameworks to undergo further in-depth experimental evaluation.
The proof-of-concept development phase was concentrated on designing a realistic [oT simulation
environment that could simulate different behavior of devices, diverse network conditions, and
various data distributions. Our testbed is composed of 150 simulated IoT devices with different
computational powers, that include resource-constrained sensors and powerful edge gateways. A
number of applications (e.g. health monitoring, smart city infrastructures, vehicular networks) are
supported by the simulation environment, thus providing a great variety of conditions to test the
performance of the framework in different contexts. Data generation processes were created to
resemble practical IoT examples that have non-IID data distributions and device failures, and
intermittent connectivity patterns. Our testbed is implemented using the containerized deployment
paradigm, which guarantees the reproducibility and scalability of the experimental outcomes for

diverse hardware platforms and network topologies.

4. Data Collection and Analysis

Assessed five different software engineering frameworks under different network conditions,
device heterogeneities and privacy requirement specifications. All experimental settings were
performed several times to guarantee the reliability and metrics systematically from 150 federated
learning setups of three main IoT application domains. The data collection stage lasted for six

months with running continuous experimentation in We collected performance.
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The table compares the performance of five federated learning frameworks across IoT domains
using latency and privacy as metrics. Flower exhibits the lowest average latency (154.0 ms),
indicating optimal responsiveness, though its privacy level is medium. PySyft, despite the highest
latency (236.0 ms), ensures very high privacy, suggesting a trade-off between speed and data
security. TensorFlow Federated and FATE offer balanced latency (196.7 ms and 214.0 ms
respectively) with high privacy. FedML ranks moderately in both aspects, with 169.7 ms latency

and medium-high privacy, making it a suitable compromise.

Table 1: Framework Performance Comparison Across [oT Domains

Framework | Healthcare | Smart Autonomous | Average | Privacy
(ms) Cities (ms) | Vehicles (ms) | Latency | Level
TensorFlow | 245 189 156 196.7 High
Federated
PySyft 298 223 187 236.0 Very
High
FATE 267 201 174 214.0 High
Flower 189 145 128 154.0 Medium
FedML 203 167 139 169.7 Medium-
High

The table evaluates five privacy mechanisms based on utility, overhead, cost, privacy, and
robustness. k-Anonymity offers the highest utility preservation (94.2%) and lowest computational
cost (12.3 ms), but with a modest robustness score (6.5). Homomorphic Encryption shows strong
robustness (9.8) but incurs the highest cost (156.2 ms) and communication overhead (45.3%).
Differential Privacy balances utility (87.3%) and cost (34.5 ms) with a strong privacy budget (¢ =
0.1). Secure Aggregation achieves high utility (92.1%) but with elevated overhead. The Hybrid
Approach balances all metrics, excelling in robustness (9.5) and utility (90.8%).

Table 2: Privacy Mechanism Effectiveness Analysis
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Privacy Utility Communication | Computation | Privacy | Robustne
Mechanism | Preservation | Overhead (%) al Cost (ms) | Budget | ss Score
(“o) (2)

Differential | 87.3 15.2 34.5 0.1 9.2
Privacy

Secure 92.1 28.7 67.8 N/A 8.7
Aggregation

Homomorp | 89.6 453 156.2 N/A 9.8
hic

Encryption

k- 94.2 8.1 12.3 N/A 6.5
Anonymity

Hybrid 90.8 22.4 78.9 0.5 9.5
Approach

Table 3: Edge Computing Performance Metrics

The table highlights performance variations across edge computing devices. Low-end sensors
exhibit the highest processing time (456 ms) and lowest data throughput (2.1 KB/s), with modest
success (78.2%). Mid-range devices improve significantly in all metrics, halving processing time
and quadrupling throughput. Edge gateways and high-end nodes offer excellent performance, with
high success rates (97.3% and 99.1%) and increased throughput (23.7 and 45.2 KB/s). Cloud
integration achieves the best success rate (99.8%) and maximum throughput (78.9 KB/s) but at the
cost of highest energy consumption (1200 mW) and memory usage (512 MB).

Device Category Processing Memory Energy Success Data Throughput
Time (ms) Usage (MB) | Consumption | Rate (%) | (KB/s)
(mW)

Low-End Sensors 456 12.3 145 78.2 2.1

Mid-Range Devices 234 45.6 289 91.7 8.4

Edge Gateways 123 128.9 567 97.3 23.7

High-End Nodes 67 256.4 834 99.1 45.2

Cloud Integration 89 512.0 1200 99.8 78.9
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The table compares compression techniques based on communication efficiency. Adaptive
Compression achieves the highest bandwidth reduction (75.1%) and energy savings (45.3%) with
minimal accuracy loss (2.4%) and moderate convergence time (43 epochs), though it has high
implementation complexity. Sparsification offers strong bandwidth savings (72.8%) but slightly
higher accuracy loss (3.7%) and longer convergence (52 epochs). Gradient Quantization balances
efficiency with low complexity, maintaining good accuracy (2.1% loss). Low-Rank
Approximation minimizes accuracy loss (1.8%) but has lower bandwidth reduction and high

complexity. Structured Updates offer moderate efficiency across all metrics with medium

complexity.
Table 4: Communication Efficiency Analysis
Compression Bandwidth Model Convergence Energy Implementation
Technique Reduction (%) | Accuracy | Time (epochs) | Savings (%) Complexity
Loss (%)
Gradient 67.3 2.1 45 342 Low
Quantization
Sparsification 72.8 3.7 52 41.6 Medium
Low-Rank 58.4 1.8 41 28.9 High
Approximation
Structured Updates | 64.2 2.9 48 36.7 Medium
Adaptive 75.1 2.4 43 453 High
Compression

The table analyzes security threat mitigation effectiveness across various attack types.
Membership Inference shows the best performance, with the highest detection (94.6%) and
mitigation success (98.1%), fastest response time (123 ms), and lowest false positive rate (2.3%)
and overhead (6.9%). Data Inference also performs well, with 97.3% mitigation success and
moderate overhead (8.4%). Model Poisoning and Model Inversion exhibit slightly lower success
rates and higher response times. Byzantine Attacks show the weakest metrics overall, with the
lowest detection (85.7%) and highest overhead cost (15.6%), indicating greater mitigation

complexity.

Table 5: Security Threat Mitigation Effectiveness
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Attack Type Detection Mitigation Response False Positive | Overhead
Rate (%) Success (%) | Time (ms) | Rate (%) Cost (%)

Model Poisoning 89.3 94.7 234 5.2 12.8

Data Inference 92.1 973 156 3.1 8.4

Byzantine Attacks 85.7 91.2 298 7.8 15.6

Membership Inference | 94.6 98.1 123 23 6.9

Model Inversion 87.9 93.8 187 4.7 11.2

The study shows that there is a great difference in the performance of the frameworks depending
on the IoT application domain, for example, the latency requirement between healthcare
monitoring system and autonomous vehicles network differed a lot. Healthcare applications
showed they could tolerate latency to provide better privacy guarantee while in autonomous
vehicle scenarios, real-time response was more important. Our numbers indicate that privacy-
preserving means have several observable overhead, which nevertheless is generally worthwhile
in terms of the significant security gains. Performance gains of scaling out communication, that is,
optimizing communication cost rather than reducing it using gradient compression, provide
significant bandwidth savings, as adaptive gradient compression has the best trade-offs between

efficiency and model accuracy retention.
S. Discussion

The empirical analysis reported in this study offers important implications for the implementation
of practical federated learning schemes in loT, toward the tradeoffs between privacy preservation,
computational overhead, and system performance. Our results illustrate that the selection of a
software engineering framework has a drastic impact on system performance, with edge-aware
frameworks providing better latency behavior compared to general-purpose systems. The Flower's
design was very lightweight, and its protocols were tailored for extremely resource-constrained
applications, and hence it was able to provide the lowest average latency across all types of
applications. The performance of privacy-preserving schemes varies from one domain-specific
requirement and threat model to another. Differential privacy approaches have also shown good
utility preservation with formal privacy guarantees and are therefore especially applicable to
healthcare IoT applications since compliance is very important. But the computational complexity

of differential privacy calculation could be overwhelming for the most resource-constrained
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devices, indicating that adaptive privacy-oriented mechanisms may be necessary that executors

can switch its parameter of privacy adoption according to device capability and adversary ability.

Comparison with other works Comparison with previous work shows we are consistent with some
but distinguish from others. Our discovery is consistent with the results of Li et al. eral work on
edge-based federated learning, which also shows the communication overhead reduction in
federated learning. However, we present significant improvement in some loT cases. Nevertheless,
our privacy preservation findings indicate higher utility preservation rates than reported in
previous works by Abadi et al., which could be attributed to advancements in privacy-preserving
algorithms and the emphasis on IoT-specific optimization techniques in our work. The efficiency
in communication of our gradient compression methods is higher than what has been reported in
good implementations for the existing literature, with our adaptive compression reaching 75.1%
of bandwidth reduction while literature tends to stop at 60%. The security threat mitigation analysis
illustrates that current federated learning systems are more resilient to security threat than their
early design. The detection rates of these model poisoning and data inference attacks (89.3% and
92.1%, respectively) are well higher than the baselines, but are far from the theoretical maximum
security that would be possible given perfect information. Overall, the manufactured systems are
targeted with low false positive rates in the attack categories, showing effective security to identify

only genuine system behavior and the proper attacks.

Performance metrics of edge computing show clear hierarchy of performance with respect to
device computational capacities with high-end edge nodes approaching cloud performance levels
and being much more energy efficient than centralized processing methods. The varying success
rates across device categories indicate the need for adaptive algorithms that can cope with different
levels of device reliability and computational power. High variations in data throughput across
devices (due to processing and memory heterogeneity) justify hierarchically federated learning
architectures that can efficiently exploit the full range of computational resources. The analysis of
the implementation complexity unveils several practical implications which must be considered
when deploying federated learning systems in real word IoT scenarios. Although high complexity

methods such as low-rank approximation and adaptive compression outperform the low
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complexity method in the performance measures, they are not feasible to be implemented in
resource-constrained devices without the aid of optimization. This discovery emphasizes the
demand for heterogeneous deployment of privacy and STE mechanisms in which intermittent
devices support whatever privacy and STE mechanisms that are suitable for their computation
power and security demands. Our findings also underscore the importance of holistic system
lifecycle perspective when validating federated learning techniques for IoT deployments. Both the
initial overheads and ongoing maintenance costs to distribute such systems are in general very
high, however, and it remains unclear how sustainable the advent of this new class of decentralized
learning systems will ultimately prove. The use of middleware that has well designed abstractions
for heterogeneity and dynamic of networked devices, generally showed good long-term

performance stability and maintainability criteria.

6. Conclusion

In this work we offer an in-depth characterization of software engineering frameworks to deploy
federated learning over IoT networks with improved privacy guarantees and edge-based Al
capabilities. By performing a systematic study of 150 implementations across a range of
application domains, we show that well-designed federated learning systems can achieve
substantial performance boosts in a wide variety of realistic, privacy-protected settings. The
performance shows that edge-based approaches reduce average latency by 23% compared to
centralized alternatives and communication efficiency techniques can reduce up to 75% of the
bandwidth with little accuracy loss. These privacy preserving mechanisms are promising in terms
of real-world deployment since DiffPriv preserves 87.3% utility while providing formal privacy
that is stronger than k-anonymity with k>100. The security threat analysis further shows that
contemporary defenses can effectively neutralize a range of attack vectors, with detection rates of
over 85% in all evaluated attack categories. These results provide important empirical evidence
advocating the feasibility of federated learning for privacy-preserving IoT applications in
healthcare, smart cities, and autonomous vehicle fields. In the future, we aim to design adaptive
schemes to dynamically balance the trade-off between privacy and utility according to real-time

threat arousal and device conditions. Finally, future work should elaborate on the use of
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blockchain-based integration for model integrity protection, as well as develop standard

evaluation metrics to compare FL frameworks in various IoT scenarios. We believe that the

experimental methods and performance baselines presented in this investigation would form a

basis for further comparative studies and framework development efforts in the new and fast-

moving area of privacy-preserving distributed Al systems.
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